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EXPORT  CONTROLS  ON  ADVANCED 
TELECOMMUNICATIONS 


WEDNESDAY,  SEPTEMBER  22,  1993 

House  of  Representatives, 
Committee  on  Foreign  Affairs, 
Subcommittee  on  Economic  Policy, 

Trade  and  Environment, 

Washington,  DC. 

The  subcommittee  met,  pursuant  to  call,  at  1:30  p.m.  in  room 
2172,  Rayburn  House  Office  Building,  Hon.  Sam  Gejdenson  (chair- 
man of  the  subcommittee)  presiding. 

Mr.  Gejdenson.  In  deference  to  our  Chairman  of  the  Intelligence 
Committee,  the  hearing  will  now  open  and  before  any  opening 
statements,  we  will  hear  from  the  chairman  of  the  Intelligence 
Committee  and  Hon.  Ron  Wyden. 

We  will  start  with  Hon.  Dan  Glickman. 

STATEMENT  OF  HON.  DAN  GLICKMAN,  A  REPRESENTATIVE  IN 
CONGRESS  FROM  THE  STATE  OF  KANSAS,  AND  CHAIRMAN, 
PERMANENT  SELECT  COMMITTEE  ON  INTELLIGENCE 

Mr.  Glickman.  Thank  you  very  much. 

It  is  a  pleasure  for  me  to  be  before  such  a  distinguished  panel, 
Mr.  Gejdenson  and  Mr.  Ballenger.  I  have  never  played  golf  with 
you.  I  have  played  golf  with  Mr.  Ballenger.  I  hope  to  have  that  op- 
portunity in  the  future. 

Also  it  is  a  pleasure  to  be  on  the  same  panel  with  Mr.  Wyden 
who  has  taken  the  leadership  on  this. 

Some  may  not  know  that  Mr.  Wyden  and  I  were  both  born  in  the 
same  hospital  in  Wichita,  Kansas  a  few  years  back.  That  fact  prob- 
ably isn't  of  much  interest  to  anybody  except  us. 

I  would  like  to  make  a  few  comments  about  this  legislation  to  lib- 
eralize controls  on  the  export  of  telecommunications  equipment. 
Few  issues  define  the  choices  the  United  States  must  make  in 
charting  its  role  in  the  post-cold  war  world  as  well  as  this  one,  on 
which  you  have  taken  the  lead,  Mr.  Gejdenson.  That  may  sound 
like  a  Washington  syndrome  in  which  simple,  straightforward  is- 
sues are  painted  with  grandiose  strokes,  their  promoters  insisting 
on  universal  application  and  implication,  but  no  full  airing  of  how 
to  revise  the  U.S.  system  of  export  controls  can  avoid  these  themes. 

Always  a  motivator  of  foreign  policy,  economic  considerations 
have  surfaced  as  a  priority  in  the  post-cold  war  world,  with  special 
emphasis  on  ensuring  government  does  not  hinder  American  busi- 
nesses' ability  to  compete.  Our  current  administration  pledged  as 
much;  I  am  sure  all  of  us  back  that  commitment  wholeheartedly. 

(l) 


Dismantling  outdated  policies  undermining  American  competi- 
tiveness ought  to  be  at  the  top  of  our  agenda,  especially  in  areas 
such  as  telecommunications  in  which  American  firms  are  world 
leaders.  Moreover,  much  of  the  equipment  and  technology  still 
under  U.S.  control  is  being  made  outside  of  our  borders,  and  sold 
to  customers  U.S.  companies  are  prevented  from  cultivating.  This 
bill  makes  major  strides  in  that  direction  and  I  support  its  intent. 

The  new  dangers  we  face  in  the  aftermath  of  the  cold  war  re- 
quire a  continuing  need  to  be  on  our  guard,  however.  Who  was  not 
stunned  at  learning  that  terrorists  had  successfully  exploded  a 
bomb  in  the  basement  of  the  World  Trade  Center  and  did  not  won- 
der where,  when,  and  what  might  be  next?  Indeed,  today's  head- 
lines about  the  tumult  in  Russia  drive  home  a  clear  reminder  about 
the  volatility  of  the  current  world  order. 

Whether  countering  terrorism,  proliferation  of  weapons  of  mass 
destruction,  or  assessing  regional  conflicts,  the  intelligence  commu- 
nity must  be  alert  to  and  monitor  problems  affecting  our  national 
interests.  It  is  also  called  upon  to  take  action  to  stop  or  at  least 
slow  these  risks  to  our  national  security. 

I  am  not  of  the  mind  that  the  dissolution  of  the  Soviet  empire 
dissolved  our  stake  in  the  world  nor  all  the  risks  it  poses.  It  simply 
changed  them. 

While  the  intelligence  community  has  begun  to  adjust,  making 
major  strides  in  many  respects,  albeit  slowly,  the  fixation  on  Rus- 
sia still  looms  large  in  much  of  the  thinking  at  Langley,  Fort 
Meade,  and  the  Pentagon. 

By  being  here  and  speaking  favorably  about  the  general  direc- 
tion, you,  Mr.  Chairman,  and  Mr.  Wyden,  are  going,  I  want  to  send 
the  intelligence  community  a  message:  The  cold  war  is  over  and 
when  it  ended,  so  too  did  the  basis  for  the  cold  war  rationale  that 
was  used  to  control  the  export  of  the  telecommunications  equip- 
ment. 

There  may  be  legitimate  national  security  reasons  to  control  or 
slow  the  pace  of  decontrol  of  some  technology.  You  will  hear  from 
the  head  of  the  National  Security  Agency,  Admiral  McConnell,  who 
is  as  well  versed  on  this  as  anybody  in  the  entire  U.S.  Government. 
He  will  have  legitimate  concerns  for  you,  I  think,  in  closed  session. 

But  in  the  face  of  the  rising  competitive  pressures  foreign  suppli- 
ers are  exerting,  those  reasons,  the  old  cold  war  reasons,  to  be  con- 
vincing, cannot  be  founded  on  the  arguments  of  the  past. 

The  burden  lies  with  the  national  security  community  to  dem- 
onstrate, taking  into  full  account  today's  sea  changes  in  technology 
and  spread  around  the  world,  that  the  national  security  concerns 
jeopardized  by  enactment  of  Mr.  Wyden's  legislation  clearly  out- 
weigh benefits  that  would  accrue  to  the  U.S.  economy. 

Ultimately,  intelligence  is  merely  a  tool  of  the  policymaker  who 
must  wrestle  with  the  larger  question  this  bill  raises:  Even  if  im- 
mediate and  total  decontrol  were  to  undermine  some  U.S.  intel- 
ligence capabilities,  will  the  larger  interests  of  promoting  democ- 
racy and  institutions  founded  on  the  free  exchange  of  ideas,  which 
greater  access  to  telecommunications  would  afford,  overwhelm  the 
intelligence  losses? 

Somebody  has  to  make  those  judgments. 


Today,  Mr.  Chairman,  I  have  not  addressed  the  questions  this 
bill  and  your  hearings  raise  with  the  specificity  you  might  like.  Be- 
sides, you  know  more  about  the  specifics  than  I  do.  But,  attribute 
that  to  an  abundance  of  caution.  While  I  strive  in  my  role  to  bring 
as  much  of  the  intelligence  community  into  the  public  as  possible, 
I  now,  awkwardly,  find  myself  in  the  position  of  restraining  my 
comments  to  protect  classified  information. 

Nonetheless,  I  do  not  think  that  should  be  an  obstacle  to  an  open 
debate  on  the  fundamental  equation  that  needs  to  be  solved:  There 
may  be  intelligence  losses  from  decontrolling  the  export  of  this 
technology;  however,  are  they  significant  enough  to  outweigh  the 
commercial  and  political  gains?  Tnat  is  the  fundamental  question. 

I  want  to  play,  and  I  hope  our  committee  will  play,  a  constructive 
role  in  your  efforts  to  liberalize  an  export  control  regime  that  is 
outdated  and  whose  underpinnings  have  crumbled.  As  Chairman  of 
the  Intelligence  Committee,  I  look  forward  to  working  with  you  and 
the  intelligence  community  to  ensure  intelligence  no  longer  erects 
unreasonable  barriers  to  tne  ability  of  American  companies  to  com- 
pete in  the  world  economy. 

I  would  complement  you  and  Mr.  Wyden  for  holding  these  hear- 
ings and  on  listening  to  enlightened  voices  in  the  intelligence  com- 
munity, such  as  Admiral  McConnell,  who  I  think  will  have  some 
very  constructive  comments  for  you. 

'fhank  you. 

Mr.  Gejdenson.  Thank  you. 

[The  prepared  statement  of  Mr.  Glickman  appears  in  the  appen- 
dix.] 

Mr.  Wyden. 

STATEMENT  OF  HON.  RON  WYDEN,  A  REPRESENTATIVE  IN 
CONGRESS  FROM  THE  STATE  OF  OREGON 

Mr.  Wyden.  Thank  you,  Mr.  Chairman. 

I  too  want  to  express  my  appreciation  to  you  and  also  to  our 
friend,  the  gentleman  from  Wisconsin. 

We  have  Deen  at  this  issue  for  more  than  5  years.  It  was  about 
3V2  years  ago  on  the  floor  of  the  House  that  I  offered  a  tele- 
communications export  proposal  virtually  identical  to  the  legisla- 
tion that  I  come  to  talk  about  today.  We  got  well  over  300  votes, 
a  significant  majority  in  both  political  parties  at  that  time,  and  I 
am  hopeful  that  now  we  will  be  able  to  finally  put  this  issue  to 
rest. 

I  want  to  thank  you  and  Mr.  Roth  and  you,  Mr.  Chairman — I 
guess  we  have  lost  Mr.  Glickman  to  the  Agriculture  Committee, 
but  my  thanks  to  him  as  well. 

We  are  talking  about  a  $50  billion  market  here,  that  is  what  is 
involved  in  terms  of  tapping  the  market  for  telecommunications  ex- 
ports to  China  and  to  emerging  Soviet  Republics  that  we  read  so 
much  about  in  our  papers  every  day. 

I  would  like  to  comment  just  about  the  events  of  the  last  24 
hours  and  how  it  relates  to  this  overall  matter  of  telecommuni- 
cations exports. 

First,  it  would  seem  to  me  that  access  to  modern  communications 
technology  makes  it  tougher  for  antidemocratic  forces  to  take 
power  in  the  former  Communist  regimes.  So  if  anything,  it  seems 


to  me  promoting  democracy  which  we  seek  to  do  in  our  foreign  pol- 
icy is  enhanced  by  modern  communications  technology. 

Second,  I  would  argue  that  modern  communications  technology 
makes  it  harder  for  antidemocratic  forces  to  maintain  control,  so  to 
the  extent  that  we  can  keep  them  out,  we  have  a  better  shot  at 
doing  that  with  modern  communications  technology. 

To  the  extent  we  want  to  keep  them  from  becoming  entrenched, 
we  also  will  find  that  job  easier  with  modern  communications  tech- 
nology. 

I  would  like  to  refer  to  an  excellent  speech  Anthony  Lake  gave 
yesterday  talking  about  a  new  foreign  policy  national  security 
strategy  where  it  seems  to  me  we  ought  to  be  looking  in  terms  of 
national  security  to  fostering  new  democracies  and  market  econo- 
mies, and  particularly  economies  in  Eastern  Europe  simply  cannot 
hope  to  be  raised  in  today's  global  marketplace  with  60-to—80-year- 
old  communications  equipment. 

I  have  introduced  bipartisan  legislation,  our  colleagues  Congress- 
woman  Dunn  and  Congressman  Jim  Kolbe  on  the  Republican  side; 
David  Skaggs  and  myself  on  the  Democrat  side,  H.R.  2912,  that 
would  require  the  Secretary  to  propose  to  CoCom,  the  coordinating 
committee,  for  export  license  requirements  for  telecommunications 
be  lifted  for  Eastern  Europe  and  China. 

I  would  say  that  it  is  almost  impossible  to  fathom  how  outdated 
these  telecommunication  systems  are  in  Eastern  Europe  and 
China. 

Let  me  suggest  that  if  we  were  to  hear  about  their  telecommuni- 
cations systems,  we  wouldn't  hear  about  them  on  the  nightly  busi- 
ness report,  because  it  wouldn't  be  anything  that  contemporary.  We 
would  be  more  likely  to  hear  about  it  in  a  silent  classic  movie  that 
is  shown  about  what  life  used  to  be  like  50  years  ago.  They  are  liv- 
ing in  another  age  in  terms  of  telecommunications. 

One  of  the  things  that  I  recall  from  the  last  debate  that  we  had 
on  the  floor  was  that  one  of  our  colleagues  said  that  in  the  modern 
economy  it  is  pretty  hard  to  do  much  of  anything  if  you  can't  get 
a  dial  tone,  and  that  is  essentially  what  these  countries  face.  They 
do  not  have  even  the  rudimentary  infrastructure  in  terms  of  tele- 
communications. 

Mr.  Chairman,  the  centerpiece  of  my  case  in  terms  of  why  this 
legislation  is  so  important  is  that  it  seems  to  me  the  issue  is  not 
whether  or  not  these  export  markets  are  going  to  get  modern  tele- 
communications equipment,  but  whether  or  not  U.S.  companies 
will  have  a  shot  at  those  markets.  These  countries  are  going  to  get 
fiber-optic  and  the  essential  other  telecommunications  services  that 
we  wish  to  export.  No  question  they  are  going  to  get  it. 

So  the  bottom  line  is  are  we  going  to  have  an  opportunity  for  our 
citizens  to  have  high-skill,  high-wage  jobs  that  come  through  those 
exports,  or  are  we  going  to  be  sitting  around  instead  looking  at  the 
prospect  of  a  widening  trade  deficit  when  our  trading  partners 
around  the  world  tap  those  markets? 

To  me,  that  is  what  this  issue  is  all  about.  In  many  respects,  the 
situation  is  worse  today  than  it  was  when  you  and  I  and  Mr.  Roth 
began  this  fight  on  the  floor  of  the  Congress  something  like  5  years 
ago.  For  example,  the  United  States  vetoed  more  licenses  in  CoCom 
in  the  first  6  months  of  1993  than  in  any  other  such  period  since 


the  Carter  administration.  So  we  are  talking  about  a  telecommuni- 
cations time  warp.  We  are  talking  about  in  many  respects  stepping 
backwards  rather  than  going  forward. 

Mr.  Chairman,  I  think  beyond  that  I  would  like  to  ask  that  my 
prepared  statement  be  part  of  the  hearing  record.  I  am  very  anx- 
ious to  work  with  you,  with  the  intelligence  community  on  the 
many  and  myriad  details  that  go  into  making  sensible  policy  in  this 
area. 

I  think  it  would  be  a  great  tragedy  at  a  time  of  such  massive  eco- 
nomic change  in  our  country,  whatever  part  of  the  country  you  are 
seeing,  the  economy  is  undergoing  massive  kinds  of  changes  and 
we  have  telecommunications  firms  that  can  step  in  in  hard-hit  com- 
munities and  make  sure  that  workers  have  high-skill,  high-wage 
jobs  if  we  can  lift  export  controls. 

I  think  these  export  controls  are  really  a  tax,  a  detrimental,  de- 
structive tax  on  our  exporters  and  they  are  a  tax  on  development 
in  China  and  the  Soviet,  the  Far  East  and  it  strikes  me  as  very 
logical  at  this  point  to  look  for  ways  to  remove  such  unnecessary 
burdens  and  bureaucracy,  and  I  look  forward  to  working  with  you. 

[The  prepared  statement  of  Hon.  Wyden  appears  in  the  appen- 
dix.] 

Mr.  Gejdenson.  Thank  you. 

I  want  to  commend  you  on  your  statement  and  on  your  legisla- 
tion. 

For  the  record,  maybe  I  will  let  you  comment  on  concerns  about 
countries  like  Iraq  and  Iran  and  how  you  would  deal  with  Iraq  or 
Iran  or  Libya? 

Mr.  Wyden.  It  seems  to  me  first  we  want  to  work  with  the  intel- 
ligence community  to  deal  with  those  kinds  of  countries.  In  our  leg- 
islation, we  specifically  cite  China  and  the  Soviet  Republics  as  the 
markets  we  are  targeting.  We  wish  to  be  sensitive  to  those  kinds 
of  concerns. 

I  think  there  is  no  member  on  either  side  of  the  aisle  who  will 
say  that  if  there  is  a  product  that  is  close  to  something  that  can 
threaten  national  security,  that  we  want  to  allow  that  kind  of  ex- 
port to  go  forward. 

I  would  also  mention  that  terrorist  nations  are  prohibited,  em- 
bargoed countries  like  Cuba  wouldn't  be  affected,  so  both  in  terms 
of  the  legislation  and  congressional  intent,  which  I  think  is  nec- 
essary to  ensure  that  we  work  with  the  intelligence  agencies  and 
the  NSA,  we  want  to  be  sensitive  to  that,  but  terrorist  countries 
are  prohibited. 

Mr.  Gejdenson.  Mr.  Roth. 

Mr.  Roth.  Thank  you,  Mr.  Chairman. 

Mr.  Wyden,  I  want  to  compliment  you  again  for  your  testimony. 
You  are  always  most  perceptive,  but  especially  in  this  area.  We  ap- 
preciate the  leadership  you  have  demonstrated  here  and  you  are 
correct,  what  is  striking  to  me  is  that  the  Chairman  of  our  Intel- 
ligence Committee  comes  before  our  committee  and  argues  for  your 
bill. 

I  think  that  is  a  tremendous  endorsement  for  it.  I  wish  you  a  lot 
of  luck  in  that  area  and  I  think  if  we  want  to  promote  democracy, 
we  ought  not  hinder  export  of  high-tech  technology,  but  export  it. 
That  is  the  best  way  to  promote  democracy. 


Thank  you  for  your  testimony. 

Mr.  Wyden.  The  gentleman  like  myself  has  been  at  this  for 
many,  many  years  and  it  would  be  nice  not  to  have  to  spend  the 
rest  of  our  adult  lives  on  this  issue. 

Mr.  Gejdenson.  Mr.  Bereuter. 

Mr.  Bereuter.  Thank  you,  Mr.  Chairman. 

Thank  you  for  your  testimony. 

With  respect  to  section  2,  Mr.  Wyden,  where  you  are  removing 
the  requirement  for  the  validated  license  for  exports,  you  are 
lumping  together  by  that  paragraph  all  the  Republics  of  the  former 
Soviet  Union,  which  are  a  very  diverse  group. 

You  also  have  in  there  Romania.  Hungary  apparently  is  off  the 
list,  does  not  require  it.  Why  should  we  grant  that  kind  of  change 
to  the  very  diverse  republics  with  their  very  different  foreign  policy 
objectives,  their  capabilities? 

Mr.  Wyden.  Well,  the  gentleman  opens  up  a  discussion  I  think 
we  ought  to  have.  I  can  tell  the  gentleman  that  China  and  Russia, 
for  example,  are  a  $45  billion  market  alone,  and  it  is  thought  that 
there  are  great  growth  opportunities  in  these  other  areas  and,  of 
course,  I  think  we  would  say  that  the  vast  bulk  of  them  provide 
an  opportunity  to  support  governments  that  are  interested  in  de- 
mocracy, have  a  democratic  orientation. 

I  will  tell  the  gentleman  that  I  am  not  absolutely  wedded  to 
every  single  one  of  these  and  I  think  that  we  can  have  a  discussion 
and  debate  about  these  various  kinds  of  countries  that  are  specified 
on  page  3.  I  can  tell  the  gentleman  that  overall  we  are  talking 
about  technologies  that  are  already  available  through  non-CoCom 
countries  again  and  that,  of  course,  I  would  say  is  the  centerpiece 
of  my  argument,  that  these  countries,  as  I  said  in  my  statement, 
are  going  to  get  telecommunications  equipment.  That  is  an  indis- 
putable fact. 

The  question  becomes  are  they  going  to  get  it  from  us  or  are  they 
going  to  get  it  from  somebody  else? 

Mr.  Bereuter.  The  question  sometimes  is  how  quickly  can  they 
get  it,  in  what  capacity,  and  I  am  not  sure  that  the  criteria  that 
we  could  agree  on  for  certain  Asian  Republics  of  the  former  Soviet 
Union  or  some  of  those  in  the  caucuses  are  the  kind  of  countries 
that  ought  to  be  on  the  list. 

I  heard  the  comment  that  we  can  discuss  this  as  part  of  the  on- 
going deliberations  and  that  is  an  appropriate  comment,  and  I  ap- 
preciate that  remark. 

Mr.  Wyden.  If  my  friend  can  support  the  bulk  of  the  countries 
on  this  list  and  we  get  to  a  $48  billion  potential  export  market 
rather  than  a  $50  billion  export  market,  that  will  be  $48  billion  in 
terms  of  high-skill,  high-wage  export  jobs  that  we  don't  have  now 
and  I  can  certainly  go  along  with  that. 

Mr.  Bereuter.  Thank  you. 

Mr.  Gejdenson.  Mr.  Wyden,  thank  you  for  your  efforts  on  this 
issue.  We  pledge  to  continue  to  work  with  you  and  hopefully  move 
a  bill  relatively  quickly. 

This  is  the  third  in  a  series  of  hearings  in  rewriting  the  Export 
Administration  Act.  Doing  away  with  controls  on  the  export  of  tele- 
communications equipment  and  technology  has  been  a  priority  of 


the  subcommittee  for  some  time.  It  will  continue  to  be  until  these 
outdated  controls  are  lifted. 

I  do  not  want  to  say  that  progress  on  liberalizing  telecommuni- 
cations controls  has  been  slow,  but  we  have  peace  in  the  Middle 
East  before  the  National  Security  Agency  could  agree  to  make  tele- 
communications generally  available  to  nonterrorist  countries. 

In  1990,  the  House  of  Representatives  overwhelmingly  passed  a 
bill  which  would  have  required  the  United  States  to  propose  at 
CoCom  to  lift  all  controls  on  telecommunications  to  civilian  end 
users.  Three  years  later,  U.S.  manufacturers  are  still  stymied  by 
footdragging  on  the  part  of  the  National  Security  Agency. 

I  urge  the  President  to  propose  to  our  CoCom  allies  that  these 
controls  be  eliminated.  In  so  doing,  he  will  not  only  lead  the  way 
in  creating  jobs  in  the  United  States,  but  he  will  be  signalling  to 
our  CoCom  allies  that  there  is  a  new  day  in  U.S.  export  control  pol- 
icy; one  in  which  the  United  States  is  committed  to  restricting  for 
sale  only  that  equipment  that  can  realistically  be  controlled;  and 
that  the  United  States  intends  to  concentrate  its  efforts  on  limiting 
the  sale  of  technology  critical  to  countering  the  proliferation  of 
weapons  of  mass  destruction. 

In  my  view,  there  are  two  essential  points  to  be  made:  First, 
there  is  more  to  the  national  security  of  the  United  States  than  our 
ability  to  obtain  information.  Advanced  telecommunications  will 
promote  democracy  and  free  enterprise  in  Russia  and  in  China, 
thereby  providing  immeasurable  support  to  our  national  security 
and  democracy  movements  in  their  countries. 

Second,  China  now  makes  fiber-optic  telecommunications  equip- 
ment that  the  United  States  has  been  trying  to  keep  from  it.  China 
has  also  received  even  more  sophisticated  equipment  from  Israel, 
who  is  not  a  member  of  CoCom  and  therefore  not  obligated  to  con- 
trol this  technology.  In  short,  the  National  Security  Agency  is  try- 
ing to  put  its  finger  in  a  dike  that  is  crumbling  around  it. 

Worse  in  some  sense  than  leaving  these  markets  to  other  coun- 
tries, what  occurs  is  that  we  force  the  development  of  an  internal 
capability  within  those  countries  so  not  only  do  we  lose  the  sales, 
but  we  create  competitors,  that  countries  that  may  have  used  their 
capital  for  other  economic  development  activities  move  this  re- 
source into  development  of  competing  technologies  and  we  may  find 
ourselves  looking  at  automobiles  and  televisions  in  these  industries 
where  we  are  today  paramount. 

It  is  time  for  a  change  in  policy  that  will  protect  U.S.  industry 
and  American  jobs,  while  enhancing  our  national  security. 

It  should  be  noted  that  the  events  in  Russia  yesterday  in  no  way 
diminish  the  need  for  eliminating  these  controls.  Yesterday's  events 
do  not  diminish  the  extent  to  which  advanced  telecommunications 
promote  democracy  and  free  enterprise;  helping  to  raise  the  stand- 
ard of  living  in  the  Soviet  Union  is  probably  the  most  important 
thing  we  can  do  to  protect  the  gains  they  have  made.  Nor  do  they 
diminish  the  availability  of  such  technology  from  non-CoCom 
sources. 

Enhanced  telecom  will  make  it  more  difficult  for  antidemocratic 
forces  to  take  control,  and  if  they  do  take  control,  it  will  make  it 
harder  for  them  to  retain  control. 
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[The  prepared  statement  of  Mr.  Gejdenson  appears  in  the  appen- 
dix.] 

Mr.  Gejdenson.  Let  me  add  that  this  week  Mr.  Roth  and  I 
joined  with  House  Majority  Leader,  Dick  Gephardt,  and  the  Major- 
ity Whip,  Mr.  Gingrich,  to  write  to  President  Clinton  urging  him 
to  relax  controls  not  only  on  telecom  exports,  but  on  computers  and 
computer  software  as  well.  I  am  not  sure  that  the  four  of  us  could 
agree  on  much  else  that  is  before  the  Congress  today,  but  we  share 
the  same  view  on  these  issues. 

It  is  essential  that  the  United  States  only  restrict  the  export  of 
equipment  and  technology  that  realistically  can  be  controlled.  Re- 
moving unnecessary  and  burdensome  obstacles  to  U.S.  competitive- 
ness will  enable  the  United  States  to  advocate  with  greater  credi- 
bility, enhanced  discipline,  and  harmonization,  in  multilateral 
areas  of  export  controls. 

One  of  the  problems  that  I  have  seen  in  CoCom  through  the 
years  is  we  take  some  of  these  positions  that  are  clearly  outdated 
and  end  up  having  more  resistance  from  our  allies,  even  on  the 
reasonable  positions. 

Without  objection,  I  will  place  that  letter  in  the  record. 

[The  letter  appears  in  the  appendix.] 

I  would  yield  to  Mr.  Roth  for  his  opening  statement,  and  then  we 
will  go  to  our  panel. 

Mr.  Roth.  Thank  you,  Mr.  Chairman. 

I  will  abbreviate  my  opening  statement  because  of  the  distin- 
guished panel  we  have  today. 

We  are  indeed  honored  and  fortunate  to  have  you  before  our  com- 
mittee. When  I  see  not  only  dramatic  events  going  on  in  Russia, 
but  for  a  number  of  years  now  the  chairman  and  myself  and  others 
have  been  working  in  Congress  to  try  to  decontrol  especially  high- 
tech  from  going  overseas.  We  feel  that  it  has  impeded  our  busi- 
nesses and  has  harmed  or  country  our  such. 

With  tremendous  change  going  on  around  the  world  today,  we  no 
longer  have  all  the  technology.  A  lot  of  high  technology  is  made  in 
other  parts  of  the  world.  With  a  $50  billion  market  out  there,  I 
think  we  are  hurting  ourselves  by  not  getting  involved  in  it. 

Mr.  Chairman,  I  will  ask  that  my  statement  be  put  into  the 
record. 

Mr.  Gejdenson.  Without  objection. 

Mr.  Roth.  It  is  interesting  that  the  biggest  problem  China  has 
today  is  with  Southeast  China,  where  all  or  much  of  the  technology 
is  and  I  think  it  should  be  a  metaphor  for  what  is  going  on  in  other 
parts  of  the  world. 

[The  prepared  statement  of  Mr.  Roth  appears  in  the  appendix.] 

Mr.  Gejdenson.  The  committee  is  privileged  to  have  with  us 
today  former  Secretary  of  State,  Lawrence  Eagleburger;  former 
Ambassador,  Robert  Strauss;  Chief  Executive  Officer  of  AT&T, 
Robert  Allen;  and  Lieutenant  General  Lincoln  Faurer,  retired, 
former  Director  of  the  National  Security  Agency. 

The  committee  is  happy  to  see  an  old  friend  and  witness  before 
us  again,  former  Secretary  of  State  Eagleburger.  I  know  members 
who  were  here  in  the  previous  administration,  even  where  there 
were  a  few  minor  differences  on  some  of  the  policy  issues,  always 


appreciated  having  you  come  before  us.  We  are  privileged  to  have 
you  before  us  again  today. 

STATEMENT  OF  LAWRENCE  EAGLEBURGER  OF  BAKER, 
WORTfflNGTON,  CROSSLEY,  STANSBERRY  LAW  OFFICES 

Mr.  EAGLEBURGER.  Thank  you,  Mr.  Chairman. 

It  is  a  privilege  to  be  here,  and  this  is  an  important  subject  and 
while  it  may  cause  you  to  reexamine  the  position  you  just  stated, 
I  want  to  tell  you  that  having  listened  to  it  I  agree  with  every  word 
you  said.  If  I  can,  I  will  try  to  be  brief. 

First,  I  would  like  to  preface  my  remarks  with  a  little  philosophy. 
The  issue  we  are  discussing  today  is  being  debated  in  what  I  would 
describe  as  a  post-revolutionary  period.  History  tells  us  that  not 
many  post-revolutionary  periods  are  coherent  or  predictable.  The 
revolution  that  led  to  the  collapse  of  the  Soviet  Union  and  indeed, 
to  the  end  of  the  cold  war,  has  produced  a  whole  host  of  things  for 
which  we  can  be  grateful,  not  the  least  of  which  is  that  the  nuclear 
sword  of  Damocles  is  no  longer  hanging  so  close  over  our  heads, 
and  hundreds  of  millions  of  people  are  living  in  far  more  demo- 
cratic societies  than  they  were. 

There  is,  at  last,  with  the  accord  signed  by  Prime  Minister  Rabin 
and  Yasser  Arafat,  renewed  hope  for  a  just  and  durable  peace  in 
that  troubled  region.  We  see  hopes  for  reform  and  further  democra- 
tization in  Eastern  Europe,  and  we  can  only  admire  President 
Yeltsin's  courageous  struggle  to  free  Russia  from  its  past,  and  do 
what  we  can  do  to  help  in  that  task. 

But,  with  the  collapse  of  the  bipolar  world,  and  the  end  of  the 
cold  war,  we  have  also  seen  the  development  of  a  host  of  instabil- 
ities around  the  globe.  Without  the  mortar  of  the  cold  war,  many 
of  our  critical  international  structures,  like  GATT  and  NATO,  are 
in  danger  of  losing  their  direction.  We  may,  for  example,  be  on  the 
brink  of  a  period  of  protectionism  around  the  world,  but  particu- 
larly in  Europe,  And  we  may  not  be  far  from  falling  into  that  trap 
ourselves. 

In  short,  we  are  living  in  a  strange  new  world,  or  at  least  a  world 
that  is  new  to  us.  It  is,  however,  a  world  that  a  European  diplomat 
of  the  early  years  of  this  century  or  the  end  of  the  last  century 
would  understand  because  it  was  the  environment  in  which  he 
lived  every  day. 

In  a  sense  then,  we  are  reliving  history.  But  there  are  dif- 
ferences, one  of  the  most  obvious  being  the  incredible  technological 
advances  from  which  we  benefit  every  day,  and  for  which  people 
around  the  world  are  clamoring  ever  the  more  loudly. 

This  brings  me  to  the  question  of  export  controls,  particularly  on 
communications  technology.  Let  me  say  at  the  outset  that  we  are 
not  here  dealing  with  a  simple  problem.  Part  of  the  difficulty  re- 
sults from  the  change  in  the  world  order  I  have  just  described.  It 
affects  America's  competitiveness  in  the  global  marketplace  and  it 
includes  serious  national  security  issues. 

I  would  like  to  take  each  of  these  pieces  of  the  equation  in  turn 
and  then  assess  how  the  balance  among  them  has  changed  in  the 
new  environment. 

The  rationale  for  tight  export  controls  on  telecommunications 
equipment  had  three  components  that  are  of  varying  relevance 
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today.  First  there  was  the  obvious  goal  of  not  enhancing  the  mili- 
tary capability  of  an  enemy.  For  over  40  years,  we  fought  a  costly 
cold  war  in  which  trillions  of  American  taxpayer  dollars  were  spent 
fighting  the  menace  of  communism.  It  made  sense  during  those 
years  to  control  the  export  of  anything  that  could  upgrade  the  com- 
mand and  control  abilities  of  the  Soviet  Union's  military.  Until  full 
implementation  of  arms  control  treaties,  we  should  continue  to 
maintain  export  controls  on  items  directly  relevant  to  the  military. 
But  the  maintenance  of  controls  does  mean  that  no  sales  should  be 
made.  It  does  mean  that  they  should  be  preceded  by  a  careful  re- 
view of  their  implications. 

The  second  justification  for  the  controls  was  the  intelligence 
gathering  needs  of  the  Western  alliance.  This  rationale  is  much 
harder  to  sustain  today  then  it  was  before  the  breakup  of  the  So- 
viet Union.  Gathering  intelligence,  through  a  host  of  means,  both 
human  and  technical,  is  still  an  important  national  security  re- 
quirement. But  the  focus  needs  to  be  much  more  narrowly  cast 
than  in  the  past. 

I  would  submit  that  such  activity  is  best  targeted  against  poten- 
tial enemies  rather  than  against  those  we  seek  to  cultivate  as 
friends. 

The  final  element  of  our  national  security  rationale  for  tight  con- 
trols was  that  they  were  part  of  the  economic  warfare  that  the 
West  waged  against  the  Communist  bloc.  One  could,  I  believe,  ar- 
guably claim  that  we  won  the  cold  war  in  part  because  we  forced 
the  Soviet  Union  into  bankruptcy.  This  rationale  for  retaining  con- 
trols has  completely  disappeared.  At  a  time  when  we  are  asking 
American  taxpayers  to  foot  a  major  portion  of  the  cost  of  aiding 
Russia  as  it  pursues  economic  and  political  reform,  a  compelling 
case  can  be  made  that  we  should  remove  all  impediments  to  that 
country's  economic  development,  and  tight  export  controls  are  cer- 
tainly an  impediment. 

In  sum,  the  national  security  justification  for  retaining  tight  con- 
trols has  been  seriously  eroded  by  the  changes  that  have  occurred 
in  our  relationship  witn  our  adversaries  in  the  cold  war.  But  there 
are  other  reasons  for  reassessing  the  continuation  of  tight  tele- 
communications export  controls. 

One  of  the  most  compelling  of  these  is  that  they  are  a  serious 
drag  on  America's  ability  to  compete.  As  long  as  tnere  were  clear 
national  security  reasons  for  maintaining  the  controls,  then  the 
cost  to  our  competitiveness  was,  I  suppose,  worth  it.  But  when  that 
rationale  is  severely  eroded,  then  the  oalance  in  favor  of  tight  con- 
trols shifts,  and  we  must  prudently  reduce  or  eliminate  controls 
that  stifle  our  access  to  new  markets. 

Our  national  security  is  not  just  the  sum  of  our  military  capabili- 
ties, but  depends  increasingly  on  our  economic  strength.  In  today's 
integrated  global  economy,  it  is  imperative  that  we  take  every  rea- 
sonable step  available  to  us  to  foster  exports.  American  companies 
are  global  leaders  in  providing  high  quality  telecommunications 
equipment.  Where  we  have  such  a  comparative  advantage  we 
ought  to  be  doing  everything  we  can  to  take  advantage  of  it.  And 
to  me,  that  means  removing  impediments  to  the  free  flow  of  trade. 

CoCom  still  maintains  more  or  less  a  level  playing  field  for  ex- 
ports of  high  technology,  including  telecommunications  equipment 
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and  technology,  to  the  former  Soviet  Union.  But,  some  of  our  allies 
are  already  pushing  up  against  the  limits  of  what  the  U.S.  regula- 
tions allow  to  be  sold  to  Russia.  They  will  continue  to  push. 

CoCom,  I  suspect,  therefore,  has  only  a  limited  life  expectancy. 
If  and  when  CoCom  disappears,  our  companies  will  be  seriously  be- 
hind the  marketing  curve  in  the  best  growth  markets  of  the  rest 
of  this  decade  and  beyond.  We  cannot  afford  to  let  that  happen. 

I  might  add  that  this  concern  is  even  more  important  with  re- 
spect to  China.  In  the  case  of  the  PRC,  we  are  faced  with  the  fast- 
est growing  economy  in  the  world.  Russia  will  only  install  signifi- 
cant telecommunications  equipment  with  Western  loans.  The  Chi- 
nese can  pay  for  the  equipment  with  their  export  earnings. 

In  addition,  the  Chinese  are  rapidly  developing,  as  you  said,  in- 
digenous capabilities  to  manufacture  advanced  telecommunications 
equipment.  Yet  Americans  companies  are  shut  out  by  export  con- 
trols from  large  portions  of  this  market.  If  we  retain  tight  controls 
for  too  long,  we  will  have  forced  the  Chinese  to  develop  their  own 
technologies.  In  a  few  years  they  will  be  competing  with  us  in  other 
markets. 

Another  argument  in  favor  of  loosening  controls  is  that  better 
telecommunications  will  promote  democracy,  both  in  Russia  and 
China.  Unquestionably,  access  to  Western  communications  was  a 
major  asset  in  winning  some  of  the  battles  of  the  cold  war.  East 
Germans  were  astounded  at  the  contrast  between  the  television 
view  of  life  in  the  West  and  their  dreary  existence,  undermining 
the  legitimacy  of  their  former  regime. 

Russians  advising  Yeltsin  during  the  coup  in  August  1991  were 
aided  significantly  by  fax  capabilities  linking  them  with  the  West. 
Who  can  forget  the  courage  of  the  leaders  of  the  Tianenmen  upris- 
ing that  kept  the  Chinese  people,  and  the  world,  apprised  of  what 
was  really  going  on  with  faxes  and  satellite  telephones  that  could 
not  be  blocked  by  the  Chinese  Government? 

Allowing  access  to  good  communications  technology  will  be  criti- 
cal to  building  democratic  institutions  in  Russia  and  continuing  the 
evolution  of  democracy  in  China.  The  tactics  of  a  totalitarian  soci- 
ety cannot  long  survive  open  communications. 

Furthermore,  good  communications  are  key  to  economic  develop- 
ment in  both  countries.  Russia  can  only  continue  its  move  toward 
a  free  market  economy  and  more  democratic  institutions  if  it 
achieves  economic  stability  and  then  growth  and  development.  Poor 
telecommunications  are  a  serious  impediment  to  the  desperately 
needed  economic  turnaround  that  President  Yeltsin  needs  to  gen- 
erate if  reform  is  to  succeed  in  Russia.  Improved  telecommuni- 
cations will  also  improve  the  prospects  for  the  long-term  success  of 
democracy  in  China. 

Yes,  there  is  a  cost  to  lifting  the  controls.  We  lose  some  useful 
intelligence.  But  there  may  well  be  a  greater  cost  to  retaining  the 
controls.  A  cost  to  the  competitiveness  of  U.S.  firms  and  our  eco- 
nomic security  is  probably  already  being  paid  as  other  countries 
move  to  capture  this  new  market. 

I  believe  the  balance  has  shifted  in  the  rationale  that  justified 
export  controls.  The  time  has  come  to  remove  controls  on  tele- 
communications exports  to  civilian  projects  in  Russia  and  in  China. 

Thank  you  very  much,  Mr.  Chairman. 
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Mr.  Gejdenson.  Thank  you. 

[The  prepared  statement  of  Mr.  Eagleburger  appears  in  the  ap- 
pendix.] 

Before  Ambassador  Strauss  testifies,  I  would  like  to  move  at  this 
time  that  at  the  conclusion  of  this  panel  the  hearing  will  be  closed 
to  hear  from  the  National  Security  Agency. 

All  those  in  favor,  say  aye. 

All  those  opposed. 

The  ayes  have  it  and  the  Clerk  will  note  that  there  is  a  quorum 
present. 

Mr.  Ambassador,  we  look  forward  to  hearing  from  you. 

STATEMENT  OF  ROBERT  S.  STRAUSS  OF  AKIN,  GUMP, 
STRAUSS,  HAUER,  AND  FELD  LAW  OFFICES 

Mr.  STRAUSS.  Thank  you  very  much,  Mr.  Chairman.  I  want  to 
say  to  you  and  Congressman  Roth  and  your  colleagues  how  pleased 
I  am  to  be  here.  I  always  enjoy  coming  before  committees  of  the 
Congress  as  you  know,  and  I  am  particularly  pleased  to  be  here 
today  to  support  the  position  I  heard  you  articulate. 

I  will  be  very  brief  because  Secretary  Eagleburger  covered  just 
about  everything  that  I  want  to  say  and  I  don't  disagree  with  any 
word  that  he  said  and  am  in  full  accord. 

I  know  Bob  Allen  will  follow  me,  and  I  don't  think  there  is  any- 
one in  America  who  understands  the  issue  any  better,  if  as  well, 
as  Mr.  Allen,  the  distinguished  head  of  AT&T. 

I  want  to  commend  the  members  of  this  committee  and  its  chair- 
man and  co-chairman  in  particular  for  taking  up  this  issue.  I  think 
that  what  you  are  doing  is  vital.  I  think  what  you  are  doing  is  long 
overdue,  and  I  also  think  that  if  I  learned  anything  in  the  world 
while  I  was  in  Russia,  it  is  to  be  sensitive  first  to  security  issues, 
and  I  am,  and  my  strong  support  of  what  you  are  trying  to  do  in 
no  way  diminishes  my  strong  feeling  about  the  need  for  sensitivity 
in  terms  of  security  issues.  But  the  situation  in  Russia  as  we  have 
seen  events  of  the  last  few  days  is  one  that  is  chaotic  and  one  that 
can  be  changing  overnight. 

There  will  be  those  who  will  argue  that  that  more  than  anything 
demands  that  we  maintain  some  of  the  old  and  outmoded  and  out- 
dated legislation  we  have  on  the  books  and  we  not  in  any  way  reex- 
amine this  issue.  I  would  argue  just  the  contrary  is  true.  The  world 
is  changing  dramatically. 

While  export  controls  were  an  instrumental  part  of  our  cold  war 
strategy,  they  now — we  have  reached  the  stage  where  I  think  many 
are  hindering  our  efforts,  if  you  will,  to  win  the  peace  and  they  are 
costing  American  jobs  in  a  serious  way. 

It  seems  to  me,  Mr.  Chairman,  that  if  you  look  at  a  great  com- 
pany like  AT&T  and  some  of  its  competitors  also,  they  are  going 
forward  because  they  are  keeping  up  in  a  changing  world.  Bob 
Allen  has  been  a  leader  on  the  cutting  edge  of  getting  ahead  and 
keeping  this  country  ahead  and  seeing  that  it  stays  ahead. 

The  contrary  I  think  is  true  in  terms  of  our  CoCom  policy.  In  too 
many  respects  I  think  it  looks  backward.  In  many  respects,  I  think 
it  leads  to  the  status  quo  and  the  more  we  sit  in  that  posture  the 
more  we  are  going  to  fall  behind  our  competitors.  The  things  that 
we  are  talking  about  here,  many  of  the  things,  if  not  most,  can  be 
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obtained  freely  in  the  marketplace  whether  it  be  Taiwan  or  Israel 
or  South  Korea  or  elsewhere.  That  equipment  we  are  not  selling 
can  be  purchased  there  and  those  jobs  which  we  are  not  filling  are 
being  filled  in  other  countries. 

So  I  think  that  telecommunications  technology  is  a  perfect  exam- 
ple of  a  sector  where  our  export  controls  should  be  seriously  re- 
evaluated. The  time  when  we  wanted  the  Soviet  Union  to  have  the 
worst  possible  telecommunications  infrastructure,  the  worst  pos- 
sible infrastructure,  that  is  past.  We  live  in  another  world  now. 
Now  in  many  areas  we  want  them  to  have  some  of  the  best  and 
events  of  the  last  couple  of  days  more  than  anything  else  prove 
that  is  true. 

I  think  the  time  has  passed  for  some  of  these  export  restrictions. 
The  world  changed  since  Mr.  Eagleburger,  Mr.  Baker,  and  Presi- 
dent Bush  sent  me  to  Russia. 

I  well  remember  walking  into  the  American  Embassy  there  and 
I  had  my  wife  with  me,  when  I  explained  I  was  bringing  my  wife 
back  to  see  the  office,  the  security  people  said  "My  God,  you  can't 
take  her  back  to  see  your  office." 

I  said,  "We  have  been  married  and  sleeping  together  for  52  years. 
What  are  you  going  to  do  about  that?" 

He  was  stumped  for  an  answer,  and  I  took  her  on  back. 

Security  can  easily  become  and  has  become  a  cottage  industry  in 
this  town  and  in  this  country  in  some  areas.  That  doesn't  mean 
that  I  minimize  the  importance  of  it.  It  means  we  have  to  stay  on 
top  of  what  we  are  doing.  An  outdated  export  control  policy  particu- 
larly in  technology  just  doesn't  make  sense  and  I  think  liberalizing 
in  a  wise  and  sensible  way  makes  all  the  sense  in  the  world. 

Mr.  Chairman,  I  will  be  pleased  to  take  your  questions  if  there 
be  any  at  the  conclusion  of  the  other  statements. 

Mr.  Gejdenson.  Thank  you. 

It  is  always  a  pleasure  to  have  you  testify  before  us. 

Mr.  Allen,  Chief  Executive  Officer  AT&T. 

STATEMENT  OF  ROBERT  E.  ALLEN,  CHAIRMAN  OF  THE  BOARD 
AND  CHIEF  EXECUTIVE  OFFICER,  AT&T 

Mr.  Allen.  Thank  you,  Mr.  Chairman. 

I  am  delighted  to  appear  here  with  this  distinguished  panel  and 
suggest  you  might  want  to  have  more  public  hearings  because  in 
private  Ambassador  Strauss  has  never  been  that  complimentary 
about  me. 

Mr.  Gejdenson.  Mr.  Eagleburger  hasn't  been  that  complimen- 
tary about  me  either. 

Mr.  Eagleburger.  Did  you  notice  the  order  he  put  the  names  of 
who  sent  him  to  Moscow:  Eagleburger,  Baker  and  Bush,  in  that 
order? 

Mr.  Allen.  I  appreciate  the  chance  to  share  AT&T's  views  on  the 
urgency  of  lifting  CoCom  restrictions  on  telecommunication  ex- 
ports. We  are  seeing  the  confluence  of  political,  economic  and  tech- 
nological change  that  has  no  precedent  in  history. 

As  a  result,  America's  foreign  and  domestic  policy  priorities  are 
also  changing.  To  maintain  CoCom's  restrictions  on  telecommuni- 
cations now  would  be  to  ignore  the  message  of  change.  It  would  put 
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our  country  at  risk  of  missing  an  opportunity  to  foster  democracy 
overseas  while  expanding  jobs  and  exports  at  home. 

Founded  in  1949,  CoCom  is  the  creation  of  the  cold  war.  Its  re- 
strictions on  telecommunications  exports,  strategically  necessary  as 
they  were  at  one  time,  were  based  on  the  idea  that  limiting  the 
communications  capability  of  the  people  of  China  and  what  was 
then  the  Soviet  Union  was  in  the  best  interests  of  world  security, 
but  today  the  exact  opposite  is  true. 

Nothing  supports  a  nascent  democratic  movement  more  power- 
fully than  the  free  flow  of  information.  It  was  originally  dem- 
onstrated by  the  committees  of  correspondence  during  the  Amer- 
ican revolution,  but  two  centuries  later  reaffirmed  by  Boris 
Yeltsin's  fax  messages  from  the  Russian  Parliament  during  the 
coup  attempt  in  August  1991. 

Yesterday's  events  in  Moscow,  while  of  obvious  concern,  once 
again  illustrate  how  important  it  is  to  be  able  to  communicate  reli- 
ably and  effectively  during  a  time  of  crisis.  People's  first  instinct 
when  there  is  a  crisis  or  a  natural  disaster  is  to  pick  up  the  tele- 
phone. 

Our  network  operations  center  reports  that  last  night  from  about 
8  o'clock  to  7  o'clock  this  morning  there  were  57,000  calls  at- 
tempted to  Russia  on  our  network,  nearly  60  percent  more  than  is 
the  norm.  Only  4  of  10  actually  got  through  due  to  the  congestion 
on  the  antiquated  Russian  network  as  you  enter  the  country. 

Quick,  reliable  communications  provide  vital  reassurance  during 
uncertain  periods,  stems  the  spread  of  rumors  and  can  ease  ten- 
sions. But  today  when  the  need  to  communicate  is  at  its  greatest, 
the  ability  to  do  so  is  limited. 

It  is  not  coincidental  that  the  worlds  most  politically  stable,  eco- 
nomically secure  democracies  are  also  the  nations  with  the  most 
advanced  communications  infrastructure.  Russia  and  Ukraine,  de- 
spite many  demands  on  their  limited  funds,  have  made  tele- 
communications a  priority.  They  understand  it  is  a  prerequisite  for 
attracting  foreign  investment  and  supporting  economic  growth. 

The  same  lesson  is  well  understood  in  China,  where  I  visited  last 
month.  You  can  see  it  reflected  on  the  roof  top  satellite  dishes 
sprouting  in  China's  fast  growing  southern  provinces  and  you  can 
see  it  in  the  government's  ambitious  plans  to  expand  and  modern- 
ize the  Chinese  telecommunications  system. 

Clearly  it  is  in  the  economic  and  political  interest  of  the  United 
States  to  do  everything  possible  to  expand  the  communications  in- 
frastructure of  our  former  adversaries,  and  yet  CoCom  still  locks 
us  into  a  cold  war  policy  that  limits  the  ability  of  people  to  commu- 
nicate ideas  and  information.  Our  country  wants  to  foster  economic 
reform  and  Western  investment  in  Russia  and  China  and  yet 
CoCom  denies  those  countries  the  information  technology  most  cru- 
cial to  economic  growth. 

At  home,  economic  growth  is  closely  tied  to  high-tech  exports. 
The  growth  in  exports  of  telecommunications  switching  and  trans- 
mission equipment  has  been  one  of  the  great  success  stories  in 
international  trade.  If  that  story  is  to  continue,  we  need  access  to 
the  countries  that  promise  to  be  the  greatest  markets.  America's 
exporters  and  our  domestic  economy  would  pay  dearly  for  main- 
taining CoCom's  export  control  policy. 
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AT&T  estimates  that  those  controls  jeopardize  about  a  half  bil- 
lion dollars  in  sales  over  the  next  5  years  and  when  sales  are  jeop- 
ardized, jobs  are  jeopardized.  In  the  AT&T  business  units  most  af- 
fected by  the  export  controls,  we  need  revenue  increases  of  5  to  10 
percent  a  year  just  to  maintain  current  employee  levels. 

We  will  not  realize  those  revenue  gains  if  our  own  government 
continues  to  limit  our  access  to  countries  like  Russia  and  China. 
Taken  together,  those  two  countries  promise  to  be  the  worlds  larg- 
est telecommunications  market. 

With  a  combined  population  of  IV2  billion,  China  and  the  nations 
of  the  former  Soviet  Union  are  home  to  over  one-quarter  of  the 
world's  people,  but  these  people  struggle  to  communicate  over  tele- 
phone networks  rooted  in  1950' s  technology.  In  some  regions  of  the 
former  Soviet  Union  and  China,  there  are  only  2  telephone  lines 
per  100  people. 

In  the  United  States,  the  ratio  is  50  lines  per  100  people.  Yet  as 
we  work  to  expand  communications  in  all  of  those  locations,  CoCom 
limits  us  to  providing  equipment  first  deployed  10  years  ago,  equip- 
ment that  is  3  generations  behind  what  is  now  commonly  used  in 
the  United  States.  It  carries  16  times  less  information  than  state- 
of-the-art  systems  being  used  to  modernize  the  networks  of  much 
smaller  countries. 

Even  to  export  the  equipment  allowed  under  CoCom  we  must 
wade  through  a  bureaucratic  licensing  system  in  the  United  States. 
Approvals  can  take  months  and  sometimes  come  with  nearly  im- 
possible conditions. 

As  our  Greg  Hughes  of  AT&T's  Transmission  Systems  told  this 
committee  in  June,  controlled  countries  such  as  China  have  already 
developed  their  own  advanced  communications  technology  which 
exceeds  the  restrictions  of  CoCom.  Israel,  which  is  not  a  partner  in 
the  CoCom  agreement,  has  its  own  base  of  advanced  technology, 
some  of  which  has  already  been  sold  to  China. 

It  is  unrealistic,  perhaps  bordering  on  arrogance,  to  think  that 
any  country  would  go  without  advanced  information  technology 
just  because  U.S.  companies  were  forbidden  to  provide  it.  Pressur- 
ing Israel  to  halt  legitimate  commercial  exports  to  China,  as  it  ap- 
pears the  government  is  attempting,  will  simply  give  China  and 
other  countries  added  incentive  to  develop  their  own  technology 
and  displace  potential  American  exports.  Rather  than  trying  to 
turn  back  the  spread  of  technology,  we  should  acknowledge  that 
CoCom  controls  are  outdated  and  remove  them. 

We  don't  have  time  for  the  slow  adjustments  in  export  controls 
that  the  United  States  has  traditionally  used  in  response  to  ad- 
vances in  technology.  For  instance,  we  make  distinctions  between 
computers  and  telecommunications  technology  which  are  less  and 
less  meaningful.  Computer  exports  may  soon  be  liberalized,  but  the 
United  States  is  reluctant  to  ease  restrictions  on  telecommuni- 
cations, even  though  it  is  telecommunications  technology  that 
makes  computers  useful  for  sharing  ideas  and  information. 

Today,  when  you  can  use  your  computer  to  send  faxes  and  your 
telephone  as  a  remote  computer  terminal,  trying  to  distinguish  be- 
tween these  interrelated  technologies  is  no  longer  useful.  No  mat- 
ter what  category  of  export  restrictions  we  talk  about  the  fun- 
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damental  question  is  whether  CoCom  will  continue  to  the  limit  the 
ability  of  people  to  communicate. 

The  House  can  help  that  question  by  taking  action  on  H.R.  2912 
which  Mr.  Wyden  discussed  earlier.  Language  similar  to  this  bill 
passed  the  House  with  over  350  votes  more  than  3  years  ago  when 
there  was  still  a  Warsaw  Pact  and  a  Soviet  Union,  and  I  ask  your 
support  for  this  legislation. 

The  decontrol  or  telecommunications  envisioned  in  Mr.  Wyden's 
bill  is  a  critical  step  toward  overall  reform  of  U.S.  export  controls. 
Under  the  leadership  of  Representatives  Gejdenson  and  Roth  and 
with  the  new  members  like  Representative  Manzullo  considering 
legislation  as  well,  I  am  confident  that  such  reform  will  succeeds. 
For  in  the  context  of  the  present  state  of  government  regulation  of 
our  industry,  change  is  vital. 

Despite  the  competitiveness  of  the  U.S.  long  distance  market, 
AT&T  is  still  carrying  regulatory  restrictions  that  the  government 
does  not  apply  to  most  of  our  competition.  Foreign  telephone  com- 
panies are  permitted  to  offer  services  here  while  retaining  monopo- 
lies in  in  their  home  markets  which  lock  out  American  companies. 
Just  today,  we  filed  petitions  with  the  FCC  asking  for  an  end  to 
the  lopsided  regulatory  controls  on  AT&T  in  the  long  distance  mar- 
ket and  commenting  on  British  Telecom's  proposed  partnership 
with  MCI. 

The  CoCom  restrictions  on  telecommunications  exports  are  still 
another  layer  of  regulatory  policy  which  has  not  caught  up  with 
changing  realities. 

Mr.  Chairman,  a  policy  which  served  its  purpose  is  now  holding 
back  economic  growth  in  global  communications.  The  cold  war  is 
over.  It  is  time  to  close  the  gap  between  CoCom  policies  and  new 
realities. 

Thank  you  very  much  for  your  attention. 

Mr.  Gejdenson.  Thank  you,  and  we  would  like  to  thank  your 
company. 

As  we  discussed  earlier,  one  of  the  network  news  shows  carried 
the  moving  of  jobs  from  out  of  this  country  back  into  this  country, 
a  result  of  the  effort  of  your  management  and  workers  working  to- 
gether to  bring  jobs  back  into  the  United  States.  We  want  to  ap- 
plaud you  for  that  as  well. 

[The  prepared  statement  of  Mr.  Allen  appears  in  the  appendix.] 

Lieutenant  General  Faurer,  we  are  privileged  to  have  you  with 
us. 

STATEMENT  OF  LIEUTENANT  GENERAL  LINCOLN  FAURER 
(RETIRED)  FORMER  DIRECTOR  OF  THE  NATIONAL  SECU- 
RITY AGENCY 

General  Faurer.  Mr.  Chairman,  I  am  happy  to  respond  to  your 
request  to  come  today,  particularly  since  you  have  placed  me  in 
such  illustrious  company,  and  to  offer  comments  that  may  be  help- 
ful as  you  go  about  a  task  I  do  view  to  be  very  important.  Frankly, 
I  find  myself  in  somewhat  of  a  personal  conflict  in  that  I  agree  with 
virtually  all  that  you  and  others  have  said  with  respect  to  the  im- 
perative to  change,  to  look  in  a  more  enlightened  fashion  on  our  ex- 
port control  procedures;  and  on  the  other  hand  respect  for  the  im- 
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perative  that  we  have  an  intelligence  capability  and  that  we  not  do 
too  egregious  damage  to  it. 

You  should  understand  that  upfront,  and  I  might  say  I  have  pro- 
vided a  formal  statement  for  the  record,  but  I  would  like  to  make 
a  few  less  formal  remarks — you  should  understand  upfront  that  I 
believe  the  National  Security  Agency  is  the  most  pervasive  effective 
collector  of  intelligence  in  the  world  and  any  export  control  action 
that  diminishes  its  capability  should  be  recognized  as  a  serious 
negative  national  action. 

Nevertheless  the  changing  calculus  of  U.S.  national  security 
forces  us  to  weigh  other  considerations  in  determining  export  con- 
trol policy.  We  must  recognize  the  need  to  maintain  a  successful, 
vigorous  role  in  the  global  economy.  Early  entry  into  and  sustained 
participation  in  global  markets  by  U.S.  exporters  are  key  elements 
of  such  a  role. 

Furthermore,  despite  today's  headlines,  I  believe  the  major  secu- 
rity threat  we  face  has  shifted  from  bipolar  intercontinental  strate- 
gic nuclear  war  to  one  of  instabilities  aggravated  by  the  prolifera- 
tion of  weapons  of  mass  destruction. 

To  succeed  in  blunting  the  latter  threat,  we  must  operate  within 
an  export  control  regime  of  the  major  supplier  nations,  at  least  the 
United  States,  the  U.K.,  Russia,  France,  Germany,  Japan  and 
China.  Without  the  cooperation  of  the  supplier  countries,  weapons, 
weapon  designs  and  dual-use  technologies  will  continue  to  be  avail- 
able to  nations  intent  on  acquiring  advanced  conventional  weapons 
and  weapons  of  mass  destruction  for  aggressive  purposes. 

I  consider  it  improbable  that  a  regime  of  supplier  nations  could 
simultaneously  agree  on  concerted  action  to  stop  proliferation  and 
take  fractionated  action  for  broad  denial  to  one  or  two  of  the  re- 
gimes. Therefore  I  conclude  that  the  basis  of  our  technology  trans- 
fer and  trade  relationships  with  Russia,  the  other  Republics  of  the 
former  Soviet  Union  and  China  must  change  from  a  denial  regime 
to  an  approval  regime. 

I  would  intend  that  an  approval  regime  shift  the  basis  of  export 
control  policy  from  a  presumption  of  general  denial  with  limited  ex- 
ceptions where  the  burden  of  proof  is  on  the  exporter  to  dem- 
onstrate why  a  particular  item  should  be  exported  to  one  of  pre- 
sumed approval  to  export  predicated  on  the  existence  of  verifiable 
ends  use  conditions.  Further  consideration  in  determining  policy 
must  be  the  crucial  role  telecommunications  equipment  and  tech- 
nology play  in  the  success  of  national  and  international  industry 
and  businesses  in  free  market  economies  and  in  turn  the  contribu- 
tion of  free  market  economy  to  democratization. 

Nevertheless,  when  I  speak  of  lessening  restraint  and  conversion 
to  an  approval  regime,  I  believe  they  should  be  done  with  a  price 
attached.  The  approval  regime  should  be  based  on  multilaterally 
agreed  and  verifiable  end-use  conditions. 

Russia  and  China  should  be  expected  to  demonstrate  a  function- 
ing establishment  of  export  administration  legal  authority,  effective 
licensing  mechanisms  and  enforcement  capabilities.  Also  it  will  be 
necessary  for  all  members  of  the  regime  in  applying  export  controls 
to  proliferation  problems  to  make  them  as  narrowly  targeted  as 
possible. 
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I  would  sum  up  with  three  beliefs  despite  today's  news.  First, 
that  Russia  with  the  newly  independent  states  of  the  former  Soviet 
Union,  China  and  most  lesser  developed  countries  will  continue 
their  efforts  toward  market  economies  and  related  democracy,  al- 
though instability  will  demand  our  watchfulness  and  a  measured 
pace  to  export  control  change. 

Second,  it  is  in  the  best  economic  interest  of  the  United  States 
and  the  free  world  community  to  facilitate  the  development  of  a 
modern  telecommunications  infrastructure  in  these  lesser  devel- 
oped nations  and  finally,  U.S.  product  leadership  in  foreign  tele- 
communications market  will  contribute  to  the  strength  of  the  U.S. 
economic  element  of  national  security,  it  will  enhance  cooperation 
on  global  problems  and  provide  the  information  age  benefits  of  tele- 
communications based  economic  growth  that  is  a  basic  necessity  to 
these  lesser  developed  nations. 

Thank  you,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Faurer  appears  in  the  appendix.] 

Mr.  Gejdenson.  Thank  you. 

We  thank  our  entire  panel.  We  will  begin  the  questioning  with 
Mr.  Fingerhut. 

Mr.  Fingerhut.  Thank  you,  Mr.  Chairman. 

I  echo  the  opening  comments  of  the  panel  and  of  other  members 
of  this  committee  with  respect  to  the  importance  of  this  subject.  I 
certainly  commend  the  committee  and  you  Mr.  Chairman  for  con- 
tinuing this  push. 

There  isn't  a  Member  of  Congress  who  doesn't  get  asked  about 
the  economy  and  what  we  can  do  to  create  jobs  every  single  day 
of  our  service  here  and  during  our  time  at  home.  Of  all  the  legisla- 
tion in  all  the  committees  I  serve  on  I  can't  think  of  a  bill  that  is 
more  directly  targeted  to  that  than  this  effort.  So  I  hope  we  will 
push  quickly  and  make  this  effort  succeed. 

What  I  would  like  to  know  from  our  panel,  particularly  from  Mr. 
Eagleburger  and  Mr.  Strauss  is  whether  based  on  your  experience 
in  the  former  Soviet  Union,  there  is  today  under  current  cir- 
cumstances any  legitimate  area  of  export  restrictions  that  you 
would  like  to  see  maintained.  Are  there  areas  of  concern?  In  many 
respects  your  testimony,  and  I  think  the  opening  statements  here, 
all  reflect  basic  agreement  on  what  this  committee  is  trying  to  do 
but  where  are  the  cautions,  where  would  you  start  to  wave  a  red 
flag? 

Mr.  Strauss.  I  figure  that  Senator  Eagleburger  would  say  go 
ahead  and  take  that  question.  I  don't  have  the  technical  knowledge 
or  background  to  give  you  really  an  intelligent  answer.  I  suspect 
the  general  can  do  a  far  better  job  than  I  can. 

I  think  he  makes  a  very  good  point  and  one  I  have  made  in  the 
past;  that  is,  I  think  the  burden  very  definitely  needs  to  shift  and 
once  you  shift  the  burden  of  proof  on  whether  something  should  or 
should  not  be  on  a  list  from  where  it  is  now  to  the  other  side,  then 
I  think  you  begin  to  weed  out  or  pick  up  those  instances,  few  or 
more  than  a  few  that  we  ought  to  be  particularly  cautious  about. 

I  think  those  who  deal  in  the  scientific  area,  in  the  technical  area 
are  far  more  competent  to  make  those  decisions  than  those  of  us 
who  deal  in  the  political  world.  In  terms  of  us  who  deal  in  the  polit- 
ical world,  I  think  that,  to  use  that  phrase,  Russia  is  going  to  make 
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it,  I  think  that  Yeltsin  is  going  to  make  it  if  I  had  to  bet.  But  I 
think  if  both  those  things  work  out  that,  and  they  are  far  from  cer- 
tain, it  is  going  to  be  a  very  turbulent  time  and  chaotic  time  with 
many  peaks  and  many  valleys  over  the  next  10  years. 

So  we  can't  let  down  all  of  our  guard.  We  have  to  have  a  rule 
of  reason. 

Mr.  Eagleburger.  I  think  you  can  make  a  general  statement 
that  if  an  export  would  be  clearly  or  directly  related  to  some  mili- 
tary piece  of  equipment,  something  that  would  make  it  possible  for 
Russian  submarines  to  be  less  noisy,  things  of  this  sort,  you  can 
make  an  argument  that  you  shouldn't  proceed  with  it.  I  don't  hap- 
pen to  think  that  applies  in  the  telecommunications  field  to  the  de- 
gree that  I  understand,  but  to  some  degree  I  think  it  is  irrelevant 
because  at  the  moment  the  Russians  don't  have  money  to  build 
new  submarines  anyway. 

I  would  maintain  control,  but  against  the  background  of  what  the 
general  has  said,  the  presumption  needs  to  shift. 

Mr.  FlNGERHUT.  General,  did  you  want  to  add  anything  to  that? 

General  Faurer.  As  I  said  in  my  remarks,  I  believe  that  even  if 
a  new  regime,  as  I  have  generally  described  it,  were  fashioned,  that 
controls,  restraints  have  to  be  multilateral  and  not  unilateral.  So 
I  am  presuming  that  we  would  be  looking  for  what  few  things  we 
might  want  to  target  on  which  we  could  get  multilateral  agree- 
ment. 

The  answer  to  what  those  few  things  should  be  I  think  is  better 
left  to  a  closed  session.  I  think  the  attitude  ought  to  be  one  of  help- 
fulness, forthcoming,  some  constraints  might  be  advisable  if  they 
could  be  agreed  to  multilaterally. 

Mr.  FlNGERHUT.  Thank  you,  Mr.  Chairman.  I  really  applaud  this 
effort  and  hope  we  can  move  it  quickly  to  the  floor. 

Mr.  Gejdenson.  Mr.  Ballenger. 

Mr.  Ballenger.  Thank  you,  Mr.  Chairman. 

Fortunately,  in  my  previous  life,  I  was  in  manufacturing  for  40 
years  and  spent  all  my  time  trying  to  figure  out  ways  to  beat  my 
competition  and  get  ahead,  I  always  figured  if  you  sat  still,  com- 
petition would  be  moving  and  clean  your  plow. 

Luckily  for  me,  the  three  largest  fiber-optic  cable  manufacturing 
plants  in  the  world  are  located  in  my  home  county.  You  can  see  the 
future  continuing  to  grow.  Mr.  Allen,  as  Mr.  Fingerhut  said  earlier, 
the  biggest  issue  we  are  talking  about  now  is  the  economy  and  jobs. 
Maybe  you  could  use  AT&T  as  an  example. 

Earlier  the  sponsor  of  the  bill  said  that  we  are  talking  about  a 
$50  billion  market.  If  you  were  to  estimate  how  many  employees 
you  would  need  to  produce  a  $50  billion  market  using  AT&T  as  an 
example,  how  many  jobs  would  it  create — I  know  it  is  impossible 
to  come  up  with  any  kind  of  accurate  number,  but  the  basic  idea 
is  that  we  could  create  jobs  tomorrow  if  we  just  get  rid  of  some  of 
this  stuff. 

Mr.  Allen.  That  is  a  difficult  challenge  to  address  how  many 
jobs  could  be  created  by  that  kind  of  an  opportunity.  About  the  only 
thing  I  can  suggest  is  that  we  rely  on  the  Commerce  Department 
ratio  of  jobs  to  exports,  and  if  we  want  a  $50  billion  contract,  not 
all  of  it  would  be  export,  but  a  high  percentage  of  it  would  be.  The 
ratio  they  use  is  20,000  jobs  to  $1  billion  of  exports,  so  if  it  is  $50 
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billion  it  is  50  times  20,000  jobs.  If  it  is  some  portion  of  that,  of 
course  it  is  less.  But  we  are  talking  about  a  sizable  number  of  op- 
portunities. 

Mr.  Ballenger.  We  could  really  do  great  damage  to  our  unem- 
ployment rate? 

Mr.  Allen.  We  could  indeed.  In  our  case  it  is  not  just  a  matter 
of  creating  additional  jobs,  it  is  a  matter  with  increased  productiv- 
ity and  increased  competition  in  our  markets  every  day  from  global 
competitors  we  have  to  grow  our  business  just  to  maintain  the  cur- 
rent level  of  employment. 

So  we  need  as  I  suggested  a  5  to  10  percent  growth  rate  just  to 
maintain  the  current  level.  If  we  could  enter,  for  example,  the  Chi- 
nese market,  we  have  an  opportunity  over  the  next  several  years, 
I  would  not  believe  it  was  less  than  $10  billion.  If  70  percent  of 
that  is  export,  you  can  do  the  arithmetic  as  easy  as  I  can. 

Mr.  Ballenger.  As  a  businessman,  I  wanted  another  business- 
man to  say  the  same  thing.  I  think  we  are  being  foolish  to  restrict 
the  opportunity  to  compete  in  the  world  market,  and  I  thank  you. 

Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  Thank  you. 

Ms.  Cantwell. 

Ms.  Cantwell.  I  would  also  like  to  echo  the  great  appreciation 
and  thanks  to  you  for  your  tireless  efforts  in  hearing  from  many 
Members  of  Congress  on  this  issue  and  taking  that  lead  and  work- 
ing with  the  administration  all  the  way  to  the  top  to  try  to  convince 
them  of  the  need  for  change. 

Gentlemen,  I  guess  in  listening  to  your  testimony  I  have  a  ques- 
tion that  I  get  a  lot  from  my  business  constituents  who  are  inter- 
ested in  not  only  this  issue  but  other  related  issues  to  export  con- 
trols. Where  do  you  think  we  should  spend  our  time?  I  see  some 
people  shifting  us  back  to  CoCom  and  discussions  with  those  coun- 
tries, and  yet  so  much  I  think  we  need  to  turn  this  focus  internally 
to  NSA  and  get  to  the  bottom  of  this. 

Given  the  comments  you  have  made,  and  anybody  could  address 
this  question,  do  you  think  that  we  should  turn  our  direction  inter- 
nally or  are  we  talking  about  having  any  success  at  CoCom  at 
changing  their  positions? 

My  sense  is  that  they  are  adamant  about  relaxation  of  these  con- 
trols, we  are  not  going  to  change  those  positions,  so  shouldn't  we 
turn  our  focus  internally  and  get  that  situation  corrected? 

Mr.  Allen.  I  don't  know  where  to  tell  you  to  direct  your  efforts, 
but  it  is  my  belief  although  we  have  not  been  party  to  the  discus- 
sions that  the  other  countries  who  are  CoCom  conspirators,  if  you 
will,  are  ready  for  change,  and  certainly  would  not  objected  to 
changes  in  CoCom  policies  that  have  existed  for  so  long. 

So  I  think  that  is  an  important  issue  and  I  think  it  is  ripe  for 
change,  and  I  think  to  the  extent  your  efforts  can  be  directed  to- 
ward that  kind  of  a  change  after  you  hear  all  the  evidence,  I  think 
that  is  a  valuable  place  to  start.  It  is  a  terribly  burdensome  process 
for  us  today  and  we  are  dealing  as  I  suggested  before  with  tech- 
nology that  is  many,  many  years  old.  It  is  almost  not  worth  the  ef- 
fort to  go  through  the  CoCom  process. 

Mr.  Strauss.  I  have  always  understood  there  was  really  no 
proof,  pretty  well  what  Mr.  Allen  said  is  the  case,  that  our  allies 
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would  be  happy  to  see  us  shift  and  follow  us  in  that  shift  or  join 
us  in  it.  I  may  be  wrong  on  that.  There  may  be  some  that  would 
take  a  different  view  of  it. 

Mr.  Eagleburger.  Just  based  on  too  many  years  of  struggling 
with  this  sort  of  subject,  I  think  I  am  inclined  to  think  your  ques- 
tion aims  at  what  I  think  is  important  and  that  is  too  long  I  have 
lived  with  a  system  in  which  the  naysayer  within  the  U.S.  Govern- 
ment, on  looking  at  any  one  of  these  things  almost  always  carried 
the  day. 

The  system  is  structured  wrong  for  this  new  world.  If  what  you 
are  asking  is  should  we  be  taking  a  look  at  what  it  is  within  the 
U.S.  system  that  delays,  slows  down,  makes  impossible  the  kinds 
of  sales  we  are  talking  about  here,  I  think  it  needs  a  top  to  bottom 
overhaul. 

At  minimum  whatever  the  system  is  when  we  come  out  of  it  the 
presumption  ought  to  be  you  can  sell,  you  can  export,  unless  there 
is  a  strong  argument  against;  but  the  naysayer  doesn't  automati- 
cally carry  the  day.  For  years  I  have  lived  with  the  other  system. 

I  will  also  say  to  you  as  a  prediction,  and  I  don't  know  how  long 
it  takes — I  think  CoCom  has  a  half  life  of  not  too  many  more  years. 
I  don't  think  it  as  an  institution  will  hold  on  much  longer.  I  think 
we  are  coming  to  a  time  when  the  competitive  atmosphere  within 
what  is  the  West  and  Western  democracies  is  such  that  over  time, 
CoCom  is  going  to  disappear.  That  being  the  case,  we  better  get 
ready  now  and  we  ought  to  be  moving  CoCom  in  the  direction  of 
as  little  control  as  is  absolutely  necessary,  recognizing  it  isn't  going 
to  last  anyway. 

Mr.  Strauss.  Let  me  add,  there  was  a  time  Congresswoman,  the 
reason  you  couldn't  make  these  changes  is  in  the  cold  war  time  and 
in  the  time  it  was  slowly  dissipating  you  still  could,  anyone  who 
wanted  to  slow  change  down,  or  stop,  anything  from  being  changed. 
All  we  had  to  do  was  yell  Communist  real  loud  and  you  could  stop 
nearly  anything.  Those  days  are  moving  on.  I  think  you  can  do 
what  you  intelligently  and  constructively  want  to  do  and  do  it  with 
public  support. 

Ms.  Cantwell.  Thank  you.  I  don't  want  the  standard  today  to 
be  the  percentage  of  market  share  that  we  have  lost.  Once  we  lose 
that  market  share  then  we  will  open  it  up.  That  is  what  I  think 
our  standard  has  become. 

General  Faurer.  By  way  of  a  short  answer  to  your  question,  do 
we  look  internally  or  externally,  111  put  in  a  plug  for  an  effort  in 
which  I  participated  with  the  National  Academy  of  Science  re- 
sponding to  a  request  from  the  Congress.  They  completed  their  re- 
f>ort  a  year-and-a-half  ago  and  took  some  year-and-a-half  to  do  it, 
ooking  at  the  export  control  situation,  and  made  a  number  of  rec- 
ommendations in  a  report  called  "Finding  Common  Ground"  that 
addressed  a  number  of  our  internal  problems  with  export  control 
and  explored  the  changes  if  necessary  in  an  external  regime  as 
well. 

Mr.  Gejdenson.  Thank  you. 

Mr.  Bereuter. 

Mr.  Bereuter.  Thank  you,  Mr.  Chairman. 

I  do  want  to  thank  our  distinguished  panel  for  their  testimony 
and  for  their  responses  to  questions  today.  It  is  very  helpful  to  us. 
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Earlier  our  colleague  from  Ohio  attempted  to  solicit  from  you 
comments  about  the  kinds  of  things  that  should  be  still  controlled 
and  appropriately  you  suggested  there  are  a  few  sensitive  items 
that  could  be  given  to  us.  The  bill  before  us  today  is  focused  exclu- 
sively on  telecommunications  technology  and  equipment. 

I  wonder  if  you  would  be  able  to  tell  me  whether  you  think  there 
are  any  kinds  of  geographic  limitations  on  telecommunications 
equipment  or  technology  as  specified  in  this  act  that  ought  to  be 
imposed  on  a  geographic  basis?  For  example,  two  areas — do  any  of 
you  believe  we  should  still  maintain  export  license  controls  for  this 
type  of  equipment  on  some  of  the  Republics  of  the  former  Soviet 
Union? 

Do  you  believe,  secondly,  that  we  ought  to  proscribe  export  li- 
cense decontrol  for  terrorist  countries,  those  countries  that  are  on 
the  state  department's  list  of  terrorist  countries? 

Mr.  Eagleburger.  I  will  take  a  crack  at  it  first,  Congressman 
Bereuter. 

Mr.  Gejdenson.  The  Wyden  bill  as  I  think  the  gentleman  knows, 
doesn't  open  up  terrorist  countries,  actually  makes  that  distinction. 

Mr.  Eagleburger.  With  regard  to  the  first  piece  of  your  ques- 
tion, I  personally  don't  think  it  makes  any  sense  to  try  to  limit 
within  the  various  Republics  of  what  was  the  Soviet  Union,  for  ex- 
ample. I  think  the  leakage  is  such  you  couldn't  be  very  confident 
of  it.  That  is  assuming  they  aren't  on  the  terrorist  list. 

My  answer  to  you  at  least  with  regard  to  the  second  piece  of  the 
question  is  if  they  are  on  the  terrorist  list,  then  I  think  they  should 
be  proscribed. 

I  will  make  one  point,  which  is  that  on  occasion  I  think — I  can't 
say  it  nicely  so  I  will  just  say  it  the  terrorist  list  is  important,  but 
it  needs  to  be  done  purely  and  simply  on  the  basis  of  an  analysis 
of  the  facts  and  it  ought  not  be  driven  by  political  consideration 
and  sometimes  it  is. 

Mr.  Bereuter.  I  assume,  Mr.  Secretary,  going  beyond  the  con- 
tents of  this  legislation  which  is  strictly  telecommunications  equip- 
ment and  technology,  when  it  comes  to  dual  use  technology  or  sen- 
sitive telecommunications  equipment  like  encryption  technology, 
the  geographic  differentiation,  approval  or  nonapproval  would 
make  sense. 

Mr.  Eagleburger.  Generally  the  answer  has  to  be  yes,  but 
please  understand  when  I  say  that,  I  say  it  against  the  background 
of  saying  at  the  same  time  presumptions  need  to  have  changed 
even  in  that  regard.  The  presumption  ought  to  be  you  move  it,  you 
sell  it,  you  export  it  unless  there  is  a  very  strong  reason  why  you 
should  not. 

Mr.  Bereuter.  I  agree. 

One  person,  one  agency  holds  up  the  whole  process  has  been  the 
prevailing  procedure,  and  it  has  not  served  us  well  in  most  cases. 

Would  anyone  else  like  to  respond  to  my  basic  question  about  ge- 
ographic differentiation?  Is  there  any  justification  in  your  judgment 
for  telecommunications  equipment  and  technology? 

Mr.  Strauss.  I  associate  myself  with  Mr.  Eagleburger's  remarks. 
Mr.  Allen.  I  do  as  well. 
General  Faurer.  So  do  I. 
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Mr.  Bereuter.  Would  any  of  you  care  to  venture  a  comment 
about  those  countries  on  the  State  Department  list  of  terrorist 
countries?  This  bill  does  not  open  it  up  to  them —  I  don't  want  to 
confuse  anyone  about  that.  All  right. 

Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  Thank  you. 

Mr.  Manzullo? 

Mr.  Manzullo.  Thank  you,  Mr.  Chairman. 

I  appreciate  the  remark,  which  was  from  Secretary  Eagleburger, 
that  CoCom  has  a  half  life  and  perhaps  a  quarter  live.  Maybe  by 
the  time  we  are  done  today  we  can  lay  the  tombstone  on  some  of 
the  dead  bones  that  are  trying  to  govern  international  trade. 

The  question  for  Mr.  Allen — and  I  thank  you  for  being  here — is 
I  wonder  if  you  could  tell  the  subcommittee  which  countries  and/ 
or  companies  compete  with  you  in  the  same  products  that  do  not 
have  to  comply  with  these  export  control  laws? 

Mr.  Allen.  The  countries  are  almost  exclusively  at  least  among 
the  larger  companies  that  we  call  our  main  competitors,  exclusively 
not  American  companies.  They  are  Northern  Telecom  of  Canada 
which  is  essentially  a  closed  market  to  AT&T.  They  are  Alcatel  of 
France  which  essentially  is  a  closed  market  to  almost  every  one. 

They  are  Siemens  of  Germany  which  is  essentially  a  closed  mar- 
ket to  AT&T  and  to  others  and  Japan  Inc.,  for  want  of  a  better  ex- 
pression, which  is  essentially  a  closed  market.  There  are  small 
tremors  of  change  in  all  those  marketplaces  but  nothing  of  signifi- 
cance. So — and  it  is  not  unusual  not  only  for  them  to  have  their 
government's  support  and  lack  of  interference,  they  go  well  be- 
yond— in  our  competition  around  the  globe,  they  go  well  beyond  the 
norm  and  anything  we  would  expect  here,  that  is  loans  to  the 
projects  at  no  interest,  heavy  pressure,  other  trade  accommodations 
or  pressures  to  force  the  potential  customers,  et  cetera. 

So  this  is  just  one  more  burden  around  AT&T's  neck  as  we  try 
to  do  business  around  the  globe  and  the  CoCom  restrictions  are 
very  difficult  for  us  but  just  one  of  many  inhibitors,  and  this  is  es- 
sentially an  AT&T  issue  in  this  country,  although  there  are  many 
smaller  suppliers  of  AT&T  who  make  components  that  go  into  our 
products,  most  of  whom  are  domestic  companies  as  well. 

Mr.  Manzullo.  I  understand  that  really  the  problem  is  that  the 
cable  which  has  the  fiber  optics  going  through  it,  can  be  sold  over- 
seas without  any  interference  from  CoCom.  The  problem  comes 
with  the  machines  that  actually  drive  the  number  of  messages 
going  through  the  cables. 

Mr.  Allen.  We  can  sell  fiber  cable,  we  can  sell  the  electronics, 
as  we  call  it,  to  give  it  its  fullest  capacity  and  flexibility. 

Mr.  Manzullo.  So  the  bottom  line  is  should  cities,  for  example, 
within  Russia,  be  able  to  communicate  with  as  many  lines  going 
through  those  cables  as  they  do  in  this  country? 

Mr.  ALLEN.  That  is  correct,  by  several  orders  of  magnitude. 

Mr.  Manzullo.  Thank  you. 

Mr.  Gejdenson.  Ms.  Meyers. 

Mrs.  Meyers.  Thank  you,  Mr.  Chairman. 

I  would  like  to  say  thank  you  to  our  panel  of  witnesses.  And 
while  I  did  have  to  arrive  late,  I  have  reviewed  your  testimony 
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quickly  and  listened  to  those  that  I  was  present  for,  and  I  would 
like  to  ask  a  question. 

The  piece  of  legislation  that  is  before  us  says  that  after  30  days 
it  wouldn't  require  a  validated  license  for  export  to  the  Republics 
of  the  former  Soviet  Union,  People's  Republic  of  China,  Poland, 
Bulgaria,  or  Latvia.  Now,  I  think  most  of  your  testimony  has  been 
devoted  to  the  fact  that  it  would  not  affect  our  security  or  our  intel- 
ligence capabilities  if  we  were  to  deal  in  telecommunications  equip- 
ment with  these  countries.  And  I  would  agree  with  that.  And  I 
hope  that  we  are  able  to  export  more. 

But  let  me  ask  you  this.  In  your  opinion,  would  the  sale  of  tele- 
communications equipment  to  any  of  these  countries  hurt  our  intel- 
ligence or  our  security  because  they  may  be  more  liable  to  sell 
them  on  to  countries  like  Iran  and  Iraq  or  countries  that  we  would 
not  like  to  have  that  equipment  in  their  hands? 

General  Faurer.  I,  for  one,  would  be  more  comfortable  if  the  pro- 
gression to  the  end  result  you  described,  which  would  be  virtually 
no  constraint  on  the  sale  of  any  telecommunications  equipment  or 
technology  to  Russia,  using  Russia  for  example,  if  the  progression 
to  that  passed  through  some  of  the  things  I  suggested,  such  as  re- 
quiring the  creation  of  adequate  infrastructure  discipline  in  Russia 
to  handle  export  controls.  This  might  pertain,  as  well,  to  things 
other  than  telecommunications. 

I  think  it  would  be  unwise  to  just  suddenly  switch  from  night  to 
day  with  no  return  on  that  switch.  I  think  it  is  not  unseemly  to 
ask  that  there  be  in  this  progression  a  new  control  regime  with  a 
target  we  all  can  concern  ourselves  with,  countries  you  refer  to  as 
terrorist  countries,  and  make  sure  we  have  set  up  apparatus  to 
deal  with  that  problem. 

I  don't  think  that  need  overly  slow  down  our  immediate  ability 
to  be  much  more  forthcoming  in  telecommunications  equipment  to 
Russia  and  the  other  countries  you  suggest. 

Mrs.  Meyers.  Would  anyone  else  like  to  respond? 

Mr.  Strauss.  I  would  say  this.  I  am  not  sure  I  understood  the 
general.  I  have  been  impressed  with  his  testimony  today,  but  if  he 
meant  in  that  testimony  that  he  thought  in  those  countries  to 
which  we  would  be  selling  telecommunications  equipment,  sensitive 
telecommunications  equipment,  that  we  try  to  set  up  a  process  in 
those  countries  to  see  that  it  didn't  pass  on  to  the  next,  that  doesn't 
do  much  for  me  because  I  don't  have  very  much  confidence  in  the 
process  in  those  countries.  They  have  a  long  way  to  go  before  they 
can  put  institutions  in  place  that  I  would  rely  on,  and  that  I  think 
we  should  rely  on. 

We  are  going  to  have  to  make  up  our  minds.  Once  you  put  it  out 
there,  you  are  just  going  to  have  to  rely  on  the  fact  that  that  sort 
of  thing  can  happen,  that  sort  of  secondary  sale  can  take  place. 

Mrs.  Meyers.  I  think  he  was  suggesting  it  would  need  some  kind 
of  new  control 

Mr.  Strauss.  I  am  not  sure  whether  he  meant  in  this  country 
or  in  the  country 

General  Faurer.  No,  in  fairness,  I  do  not  disagree  with  Ambas- 
sador Strauss  that  it  will  not  be  easy  or  quickly  accomplished  in 
countries  such  as  Russia.  But  I  think  it  is  not  unfair  of  us,  if  we 
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are  going  to  talk  about  export  control  regimes  to  succeed  CoCom, 
in  which  Russia  and  China  and  other  countries  might  participate. 

If  concurrently  with  the  establishment  of  such  regimes  there  is 
the  requirement  to  at  least  have  an  infrastructure  internally  in  the 
participating  nations  that  can  cope  with  the  desires  of  that  regime, 
as  narrow  as  they  may  be  in  their  export  control  attentions,  and 
to  sort  of  require  that  there  be  progress  in  that  direction  before  just 
totally  opening  the  gates  in  the  telecommunications  area  I  think 
has  some  error. 

Mr.  Oberstar.  Would  the  gentlelady  yield? 

What  about  the  control  mechanisms  for  Tajikistan  or  Azerbaijan, 
where  you  really  have  the  likelihood  of  very  substantial  commercial 
relations  with  countries  that  are  on  the  terrorist  list,  and  indeed 
where  you  have  little  prospect  for  effective  export  control  regimes 
to  be  established?  That  is  the  area  where  I  think  we  need  to  focus. 

Thank  you  for  yielding. 

Mr.  Gejdenson.  What  is  the  likelihood,  though,  that  a  country 
that  spends  all  this  money  putting  in  fiber-optic  cable  is  then  going 
to  rip  out  the  switching  system  and  sell  it  to  somebody?  We  are 
talking  about  systems  that  have  fairly  extensive  network  and  cap- 
ital investment  to  get  up  and  running.  As  well  as  I  think  even  the 
previous  administration,  we  are  continuing  to  do  some  training  to 
the  direction  about  which  the  general  is  concerned,  and  I  think  fi- 
nally all  this  stuff  is  generally  available  in  the  marketplace. 

It  is  not  as  if  they  can  only  come  and  buy  the  one  we  sold  to 
Tajikistan  and  have  that  spirited  out  of  the  country.  They  can  buy 
one  from  China,  Israel,  probably  from  someplace  else.  There  is  no 
need  to  bootleg  ours. 

Mr.  Strauss.  I  want  to  repeat  that  while  certainly  it  would  be 
fine  if  it  were  possible,  but  I  wouldn't  want  to  ask  the  Congress, 
nor  would  I  want  the  American  public  to  believe  that  we  could — 
that  a  fig  leaf  set  up  in  one  of  those  countries  would  work.  It  just 
wouldn't  work. 

Mrs.  Meyers.  Mr.  Eagleburger. 

Mr.  Eagleburger.  Let  me  comment  a  little,  too.  In  the  abstract, 
I  agree  with  the  general,  and  we  ought  to  be  seeking  some  sort  of 
regime,  much  less  than  what  we  now  have,  to  try  to  deal  with 
these  kinds  of  problems  that  Congressman  Bereuter  and  Congress- 
woman  Meyers  have  just  mentioned.  But  that  is  in  the  abstract.  In 
real  life,  number  one,  I  think  Bob  Strauss  is  right.  I  think  it  would 
be  foolhardy  to  think  very  much  of  this  would  work  in  keepin 
Tajikistan  if  it  wants  to,  to  crank  out  its  switching  system  and  se 
it  to  somebody,  that  we  can  prevent  it. 

But  there  is  a  philosophical  point  here  that  I  think  has  to  under- 
line the  whole  issue  of  the  legislation  and  what  we  are  talking 
about  today.  The  only  way  you  can  be  confident  is  you  just  don't 
sell  anything.  We  are  not  there. 

I  suppose  the  opposite  of  that  is  you  just  can't  open  everything 
up  so  you  try  to  search  for  some  sort  of  a  system.  But  let's  realize 
it  is  going  to  be  very  imperfect. 

Against  that  background,  what  I  think  is  the  most  important 
point  of  all  here  is  we  are  living  in  a  changed  world.  And  in  that 
changed  world,  priorities  need  to  change.  Somebody  said  not  too 
long  ago,  "It's  the  economy,  stupid."  And  my  point  here  is  that  this 
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is  fundamental  to  the  ability  of  the  United  States  to  compete  as  we 
go  into  the  21st  century. 

And  there  are  going  to  be  some  costs  to  that  and  you  have  to  bal- 
ance where  we  are.  In  the  day  when  there  was  a  bipolar  confronta- 
tion and  the  Soviets'  nuclear  weapons  can  land  in  our  lap  tomorrow 
morning,  that  was  one  set  of  considerations.  Now  that  is  gone.  It 
is  a  much  more  complicated,  uncertain  world.  But  the  dangers  are 
also  less. 

What  I  am  trying  to  say  here  is  nothing  is  perfect,  but  the  bal- 
ance has  shifted  so  tremendously  now  that  what  we  ought  to  be 
searching  for  is  a  system  that  permits,  encourages,  tries  to  move 
the  process  of  export  with  as  few  of  these  restraints  as  we  can  get 
away  with,  and  understanding  that  some  of  them  simply  aren't 
going  to  work. 

A  country  on  the  terrorist  list  may  in  fact  on  occasion  get  some 
things.  And  that  is  too  bad  and  I  wish  it  wouldn't  happen,  but  if 
the  cost  is  to  constrain  the  general  ability  of  the  United  States  to 
compete  abroad,  it  is  a  cost  I  no  longer  think  we  ought  to  be  willing 
to  pay. 

Mrs.  Meyers.  I  think  what  you  all  are  saying  is  it  is  probably 
a  good  idea  to  set  up  some  kind  of  new  system  or  control  regime, 
recognizing  that  it  isn't  going  to  be  perfect,  and  that  it  probably 
won't  work  perfectly. 

I  wonder,  Mr.  Allen,  if  you  would  have  a  comment  about  this. 

Mr.  Allen.  I  think  I  would  be  redundant  on  that  point.  I  think 
you  essentially  made  my  statement,  and  so  did  the  Chairman. 

While  I  have  no  desire,  no  interest,  in  fact  I  would  be  appalled 
by  transferring  our  technologies  to  terrorist  countries,  realistically 
we  are  talking  about  a  regime  that  will  not  work.  It  has  not 
worked.  It  has  only  inhibited  American  suppliers. 

This  is  anecdotal,  but  I  heard  it  directly  from  a  CEO  yesterday 
of  a  high-tech  company  who  visited  Moscow  recently,  who  opened 
cabinets  in  operations  that  they  are  now  affiliated  with  and  found 
all  of  the  products  that  were  prohibited  by  CoCom  that  his  com- 
pany could  not  send  to  Moscow,  and  they  were  all  there  from  all 
over  the  world.  And  that  goes  far— way  back  in  history.  He  is  talk- 
ing about  things  that  appeared  during  the  1960's  and  the  1970's 
and  the  1980's. 

So  any  regime  will  not  be  perfect.  But  we  ought  to  set  up  as 
many  constrictions  as  we  can  that  would  prohibit  the  transfer  of 
technology  or  many  other  products  to  the  terrorist  regime  coun- 
tries. 

Mrs.  Meyers.  Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  Mr.  Roth? 

Mr.  Roth.  Thank  you,  Mr.  Chairman. 

I  have  been  impressed  with  this  testimony  here  today  because 
you  all  have  been  very  frank  and  candid,  and  I  guess  we  all  appre- 
ciate that. 

Mr.  Allen,  I  think  that  people  like  you  are  going  to  be  here 
throughout  the  1990's  and  the  21st  century.  I  have  an  export  con- 
ference every  year.  Last  year  I  had  a  thousand  people  at  the  export 
conference,  and  Chuck  Yates,  one  of  your  people,  came  and  spoke 
to  our  conferees,  and  what  a  great  job  he  did.  When  I  see  people 
like  Jim  Lendhart,  your  government  relations  expert,  I  wanted  you 
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to  know  you  are  well  served  with  these  people  and  the  job  they  are 
doing. 

Mr.  Allen.  Thank  you  very  much. 

Mr.  Roth.  Mr.  Eagleburger  said  we  were  living  in  a  different 
world.  Rightly  so.  We  had  the  Export  Administration  Act.  We  never 
could  get  it  through  here.  We  got  it  through  a  couple  of  times.  We 
never  got  it  through  here  not  because  of  what  was  happening  in 
England  or  Europe,  but  because  you  never  could  get  the  agencies 
in  Washington  together.  That  was  our  big  problem. 

So  I  agree  with  you.  You  said  that  the  people  in  1900  could  come 
to  the  world  today  and  understand  this  world.  I  think  the  people 
of  1892  could  understand  1992.  But  I  don't  think  that  the  people 
of  2092  could  understand  the  world  of  1992.  I  think  that  is  a  tre- 
mendous change  that  we  are  going  to  see.  And  it  is  this  new  para- 
digm we  all  talk  about,  but  we — I  always  say  it  is  people  saying, 
Hey,  you  go  to  the  Redskins  game  and  they  substitute  a  couple  of 
players,  but  a  new  paradigm  means  we  are  going  to  the  game  and 
the  quarterback  now  gets  down  on  all  fours  and  crawls  to  the  goal 
post.  The  cheerleaders  come  into  the  game  and  play.  I  think  that 
is  what  we  mean  by  a  new  paradigm.  It  is  hard  for  us  to  under- 
stand that. 

I  want  to  ask  you  something  because  we  have  got  one  of  our  all- 
time  great  Ambassadors  here  in  Robert  Strauss.  You  were  head  of 
the  State  Department.  We  see  companies  like  his,  like  Allen's,  all 
downsizing.  We  see  Proctor  &  Gamble  downsizing.  We  see  all  these 
companies  downsizing.  But  when  are  we  going  to  see  the  govern- 
ment downsize? 

Mr.  Secretary,  do  we  need  to  have  all  these  Ambassadors  at  bil- 
lions of  dollars  all  over  the  world? 

Mr.  Strauss.  I  have  been  trying  to  get  Eagleburger  to  do  some- 
thing about  that,  but  he  wouldn't  do  that.  He  wanted  more  and 
more. 

Mr.  Roth.  This  is  a  question  we  have  to  start  asking  ourselves. 

Mr.  Eagleburger.  They  unemployed  me  last  January  20,  so  I 
have  a  certain  sympathy  for  your  point. 

Look,  to  be  serious,  the  answer  is,  there  is  no  question  the  an- 
swer is,  even  my  beloved  State  Department  could  reduce  its  size 
substantially.  I  don't  debate  that.  But  I  would  only  say  it  needs  to 
be  done  in  a  sensible  and  careful  way. 

Do  we  need  an  ambassador  in  each  one  of  these  countries?  Since 
I  am  no  longer  a  candidate,  I  can  tell  you,  no,  we  don't.  And  I  am 
not  being  facetious. 

The  basic  point  you  are  making  is  correct.  The  whole  government 
I  believe  needs  to  be  downsized,  and  that  part  I  know  about,  which 
is  the  Department  of  State  and  the  Foreign  Service,  I  will  never 
be  permitted  back  in  the  building,  but  I  will  tell  you  I  think  they 
could  do  with  less — people  not  necessarily  money,  Toby. 

I  really  mean  this.  There  is  a  relationship  here  that  has  to  be 
carefully  taken  into  account.  I  am  not  saying  the  money  has  to  in- 
crease, but  I  am  saying  that  when  you  get  to  things  like  looking 
at  a  sensible  foreign  assistance  budget  and  so  forth,  I  think  prior- 
ities need  to  be  set,  again,  certainly  that  are  not  being  set  today. 

Mr.  Roth.  You  had  mentioned  before,  "It's  is  the  economy,  stu- 
pid." I  really  think  in  the  world  we  are  going  into  it  is  knowledge, 
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stupid,  is  what  we  should  be  saying,  and  you  can't  control  knowl- 
edge. 

When  we  were  at  the  University  of  Wisconsin,  we  had  kids  back 
there  that  drafted  a  plan  to  build  an  H  bomb.  At  that  time  we  al- 
ready knew  the  world  was  changing.  We  are  coming  into  that  world 
now.  By  trying  to  control  all  these  things.  All  we  are  doing  is  inhib- 
iting people  like  Allen  so  they  can't  compete. 

Thank  you  very  much  for  your  testimony. 

Mr.  Gejdenson.  Let  me  just  ask  a  few  quick  questions.  One  of 
the  things  that  with  all  the  praise  that  my  colleague  gave  to  your 
staff,  Mr.  Allen,  I  wouldn't  want  Mark  Rosen  to  leave  the  hearing 
without  having  him  praised  for  the  great  work  he  has  done  work- 
ing with  us.  I  thank  all  of  you. 

I  met  with  an  exporter  in  my  district  recently  who  said  he  is  al- 
ways caught  in  this  process  where  he  can't  get  an  export  license 
until  he  has  a  contract,  and  he  can't  get  a  contract  until  he  has 
an  export  license.  He  sees  the  Germans  and  the  others  zipping  by 
him.  I  think  that  is  one  of  the  things  that  in  secret  session  we  are 
going  to  continue,  but  it  seems  to  me  there  are  two  elements  to 
this. 

First  of  all,  as  probably  Ambassador  Strauss  and  Secretary 
Eagleburger  can  tell  us,  in  lots  of  places  in  the  world,  crippling  the 
economic  ability  of  the  Soviet  Union  if  there  is  a  way  to  cripple  it, 
the  former  Soviet  Union,  preventing  them  from  having  a  modern 
communications  system  is  probably  the  best  way  to  keep  their 
economy  faltering.  If  American  and  other  businessmen  can't  come 
there,  and  women,  and  communicate,  if  various  agencies  in  govern- 
ment can't  communicate,  it  is  going  to  be  that  much  harder  for  the 
former  Soviet  Union  to  recover. 

It  is  not  as  if  we  were  the  only  ones  selling  these  products  in  the 
globe.  With  the  best  regimes  in  the  world,  and  I  think  the  general 
hit  it  on  the  head,  a  very  small  list  of  important  items  need  to  be 
multilaterally  controlled,  and  that  is  when  we  are  serious  about 
what  we  are  doing,  because  in  controlling  things  that  are  generally 
available,  and  I  wouldn't  ask  Mr.  Allen  to  give  us  a  list  of  his  com- 
petitors here  today,  but  it  is  clear  from  the  hearings  that  we  have 
held  that  every  one  of  these  products  you  can  get  someplace  else, 
including  domestically  in  many  of  these  countries. 

I  guess  my  last  question  would  be,  is  CoCom  the  place  that  we 
ought  to  try  to  pull  together  the  northern  proliferation  efforts,  or 
should  we  let  CoCom  go  by  the  wayside  and  either  take  the  missile 
tech  regime  and  others  and  try  to  do  it  in  that  way?  Maybe  each 
of  you  take  a  shot  at  it. 

Mr.  Eagleburger.  My  view,  Mr.  Chairman,  is  you  are  trying  to 
pump  life  into  virtually  a  skeleton.  The  MTCR  is  one  thing.  CoCom 
is  another.  And  I  think  you  make  a  mistake  if  you  try  to  put  dis- 
crete issues  into  this  global  and  geriatric  organization,  because  one 
of  my  problems  even  with  the  question  of  a  small  list,  carefully  con- 
trolled and  so  forth  is,  I  watched  the  process,  Mr.  Chairman,  in 
this  government.  You  may  think  it  is  a  small  list,  but  by  the  time 
we  present  it  to  CoCom,  it  is  as  long  as  your  arm. 

So  all  of  these  things  concern  me.  CoCom  I  think  particularly  be- 
cause it  is  such  a  broad  focus,  is  not  the  place  you  are  going  to  get 
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the  kind  of  attention  you  need  on  an  MTCR  or  something  of  that 
sort.  So  I  do  not  think  proliferation  issues  should  be  in  CoCom. 

Mr.  Strauss.  I  agree  fully,  it  is  not  CoCom.  I  think  you  ought 
to,  at  the  completion  of  your  hearings  and  other  hearings  similar 
to  this,  I  think  you  ought  to  define  what  your  objectives  are  and 
then  make  up  your  mind  what  kind  of  structure  to  put  it  in.  Trying 
to  define  the  structure  before  you  have  the  objectives  is  the  wrong 
way  to  go.  I  think  you  ought  to  look  at  something  new. 

Mr.  Allen.  I  would  agree.  CoCom  is  nearly  45  years  old.  The 
world  has  changed  so  dramatically.  If  we  try  to  repair  CoCom  we 
are  putting  a  Band-Aid  on  a  huge  open  wound  and  we  ought  to 
start  fresh,  with  a  new  paradigm,  set  your  objectives,  then  look  at 
different  ways  to  approach  it,  not  just  try  to  extend  something  that 
has  outlived  its  usefulness. 

Mr.  Gejdenson.  General. 

General  Faurer.  I  would  say  exactly  the  same  thing  Mr.  Allen 
has  just  said. 

Mr.  Roth.  Mr.  Chairman,  if  you  would  yield  to  me  just  for  a  sec- 
ond, could  we  make  the  same  arguments  about  NATO?  I  feel 
NATO  has  long  outlived  its  usefulness.  We  don't  need  NATO. 

Mr.  Eagleburger.  Toby,  some  other  time. 

Mr.  Roth.  The  only  reason  we  have  it  is  so  the  United  States  can 
stay  over  there. 

Mr.  Gejdenson.  We  might  use  another  hearing  to  answer  that. 
Let  me  just  ask  a  final  question. 

Mr.  Eagleburger  and  others,  is  there  a  rationale  for  controlling — 
an  intelligence  rationale  that  is  achievable  for  trying  to  control 
telecommunications  information  today,  or  has  it  eroded? 

Mr.  Eagleburger.  The  general  can  give  a  better  answer — Mr. 
Allen  can  give  a  better  answer.  I  don't  think  there  is  a  rationale 
that  isn't  achievable.  I  think  this  is  an  area  where  by  and  large  the 
technology  is  moving  so  fast — and  I  am  speaking  with  experts  here 
that  ought  to  be  answering  the  question — the  technology  is  moving 
so  fast  that  I  think  it  is  virtually  impossible  to  control  it  in  ways 
that  are  going  to  give  us  any  great  advantages.  And  attempting  to 
control  it  very  stringently  gives  us  serious  competitive  disadvan- 
tages. 

Mr.  Gejdenson.  Other  comments? 

Mr.  Allen.  We  have  a  strategic  bias  against  controlling  commu- 
nications or  telecommunications.  Not  only — quite  aside  from  my 
employee  bias  or  AT&T's  bias,  I  think  the  expansion  of  communica- 
tions is  precisely  what  a  lot  of  this  world  needs  a  good  dose  of  if 
we  want  to  spread  the  kind  of  freedom  around  the  globe  that  we 
know  in  this  country.  It  has  been  demonstrated  time  and  time 
again  that  communications  infrastructure  expansion  and  the  capac- 
ity of  people  to  talk  to  one  another  will  support  that  end. 

Mr.  Strauss.  Mr.  Chairman,  let  me  take  10  seconds  and  just  say 
this.  It  is  presumptuous  for  me  to  be  preaching  to  you  gentlemen, 
but  I  want  to  tell  you  something  that  you  possibly  don't  Know,  and 
that  is,  while  we  are  all  very  sensitive  to  the  subjects  we  have  been 
talking  about  today,  there  is  absolutely  no  understanding  of  this 
issue  in  the  American  public.  There  is  no  understanding,  there  is 
no  interest.  You  can  take  the  wrong  side  of  this  issue  and  have  a 
hell  of  a  lot  easier  time  selling  it  than  the  right  side  of  it. 
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I  would  hope  that  as  you  go  through  these  hearings  and  go 
through  the  process  on  this  committee,  that  you  will  do  your 
darnedest  to  see  that  more  information  goes  out  to  the  American 
public.  The  American  public  doesn't  understand  anything  that  they 
are  toid  about  this.  It  is  an  in-house  subject.  It  needs  to  be  out  in 
the  public  arena. 

General  Faurer.  I  would  just  like  to  say  that  I  take  the  point 
of  Ambassador  Strauss's  very  early  remark  about  his  security  en- 
counter in  the  embassy.  I  have  received  the  point  of  such  jabs 
many,  many  times  over  the  years,  as  intelligence  is  made  fun  of, 
and  often  with  complete  justification.  But  my  gut  tells  me  that  we 
do  tend,  when  weighing  intelligence  against  other  things,  to  too 
often  think  we  can  get  along  without  more  than  we  find  later  we 
can  get  along  without. 

I  would  hope  in  your  closed  session,  Admiral  McConnell  is  able 
to  make  some  point  with  you  that  it  is  not  suddenly  a  nonproblem, 
and  we  have  to  retain  ability  to  worry  just  a  little  bit  about  the 
intelligence  portion  of  this. 

Mr.  Gejdenson.  We  thank  the  panel  for  their  testimony.  In  the 
years  I  have  been  here,  we  have  never  had  a  more  distinguished 
panel.  We  hope  to  see  all  of  you  again.  Thank  you  very  much 

At  this  point,  we  will  clear  the  room  with  the  exception  of  those 
people  that  have  clearance. 

Tnank  you.  ,, 

[Whereupon,  at  3:10  p.m.,  the  subcommittee  proceeded  to  other 

business  in  closed  session.] 
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The  Prepared  Statement  of  Hon.  Sam  Gejdenson 

This  is  the  third  in  a  series  of  hearings  in  the  process  of  rewriting  the  Export 
Administration  Act.  Doing  away  with  controls  on  the  export  of  telecommunications 
equipment  and  technology  has  been  a  priority  of  the  subcommittee's  for  some  time. 
It  will  continue  to  be  until  these  outdated  controls  are  lifted. 

I  do  not  want  to  say  that  progress  on  liberalizing  telecommunications  controls  has 
been  slow,  but  we  have  peace  in  the  Middle  East  before  the  National  Security  Agen- 
cy could  agree  to  make  telecommunications  generally  available  to  nonterrorist  coun- 
tries. In  1990,  the  House  of  Representatives  overwhelmingly  passed  a  bill  which 
would  have  required  the  United  States  topropose  at  CoCom  to  lift  all  controls  on 
telecommunications  to  civilian  end  users.  Three  years  later,  U.S.  manufacturers  are 
still  being  stymied  by  footdragging  on  the  part  of  the  National  Security  Agency. 

I  urge  the  President  to  propose  to  our  CoCom  allies  that  these  controls  be  elimi- 
nated. In  so  doing,  he  will  not  only  lead  the  way  to  creating  jobs  in  the  United 
States,  but  he  will  be  signalling  to  our  CoCom  allies  that  there  is  a  new  day  in  U.S. 
export  control  policy;  one  in  which  the  United  States  is  committed  to  restricting  for 
sale  only  that  equipment  that  can  realistically  be  controlled;  and  that  the  U.S.  in- 
tends to  concentrate  its  efforts  on  limiting  the  sale  of  technology  critical  to  counter- 
ing the  proliferation  of  weapons  of  mass  destruction. 

In  my  view,  there  are  two  essential  points  to  be  made: 

First,  there  is  more  to  the  national  security  of  the  United  States  than  our  ability 
to  obtain  information.  Advanced  telecommunications  will  promote  democracy  and 
free  enterprise  in  Russia  and  in  China,  thereby  providing  immeasurable  support  to 
our  national  security. 

Second,  China  now  makes  the  fiber  optic  telecommunications  equipment  that  the 
United  States  is  trying  to  keep  from  it.  China  has  also  received  even  more  sophisti- 
cated equipment  from  Israel,  which  is  not  a  member  of  CoCom  and  therefore  not 
obligated  to  control  this  technology.  In  short,  the  National  Security  Agency  is  trying 
to  put  its  finger  in  a  dike  that  is  crumbling  around  it. 

It  is  time  for  a  change  in  policy  that  will  protect  U.S.  industry  and  American  jobs, 
while  enhancing  our  national  security. 

It  should  be  noted  that  the  events  in  Russia  yesterday  in  no  way  diminish  the 
need  for  eliminating  these  controls.  Yesterday's  events  do  not  diminish  the  extent 
to  which  advanced  telecommunications  promote  democracy  and  free  enterprise,  nor 
do  they  diminish  the  availability  of  such  technology  from  non-CoCom  sources.  En- 
hanced telecom  will  make  it  more  difficult  for  antidemocratic  forces  to  take  control, 
and  if  they  do  take  control,  it  will  make  it  harder  for  them  to  retain  control. 


Opening  Statement  of  Hon.  Toby  Roth 

Let  me  join  in  welcoming  our  distinguished  witnesses.  The  dramatic  events  in 
Russia  underscore  the  importance  of  this  hearing.  In  Russia  today,  the  fate  of  re- 
form, of  freedom  and  of  peace  all  lie  with  the  Russian  people.  Will  they  back  Yeltsin 
and  move  forward,  or  will  they  succumb  to  the  forces  01  reaction?  As  Ambassador 
Strauss  and  Secretary  Eagleburger  can  attest,  communications  will  play  a  crucial 
role  in  how  much  the  Russian  people  know  what  is  happening  and  how  they  react. 

Some  in  the  United  States  will  try  to  argue  that  Russia's  instability  makes  it  too 
risky  to  sell  them  advanced  telecommunications.  But  we  have  a  responsibility  to 
look  at  the  larger  question:  How  can  we  use  our  technology  to  help  reinforce  the 
ability  and  will  of  the  Russian  people  to  preserve  their  still-new  freedom? 

(31) 


32 

To  me,  modern  communications  are  essential  to  a  free  society  in  today's  world. 
That's  why  dictators  always  aim  to  control  telephones,  broadcasting,  and  computers. 

This  same  issue  occurs  with  regard  to  our  trade  with  China.  If  our  goal  is  to  break 
the  grip  of  the  old  hard-liners,  then  shouldn't  we  help  build  modern  communications 
for  the  Chinese  people?  To  me,  it  is  no  accident  that  the  weakest  link  in  Beijing's 
regime  today  is  Southwest  China,  where  market  forces  and  modern  communications 
have  taken  root. 

There  is  also  the  question  of  how  anyone  in  our  Government  can  really  expect  to 
hold  back  the  tide  of  new  telecommunications  technology.  All  around  the  world:  in 
Europe,  in  Asia  in  Latin  America,  and  even  in  China  and  Russia,  fiber  optics  and 
high-speed  microwave  systems  are  being  installed. 

As  the  digital  revolution  links  data,  voice  and  visual  communications  into  one 
computerized  system,  fiber  optics  will  become  the  accepted  standard,  no  matter 
what  the  export  control  bureaucrats  want.  The  truth  is,  as  General  Faurer  no  doubt 
recognizes,  we  no  longer  control  this  technology,  nor  do  our  CoCom  allies. 

But  as  Chairman  Allen  well  knows,  we  face  a  fierce  competition  for  the  tens  of 
billions  in  contracts  that  every  month  are  coming  available.  My  goal  is  to  see  Amer- 
ican companies  win  as  much  of  this  business  as  possible. 

However  we  are  still  faced  with  a  big  debate  within  our  own  Government  over 
export  controls  on  telecommunications.  This  subcommittee's  goal  is  to  break  the  bu- 
reaucratic logjam  and  help  our  companies,  while  we  strengthen  the  forces  of  free- 
dom around  the  world. 

To  help  us  analyze  these  issues,  we  have  an  extraordinary  array  of  witnesses 
today,  and  I  look  forward  to  your  testimony. 


Opening  Statement  of  Hon.  Don  Manzullo 

Mr.  Chairman,  I  commend  you  for  holding  hearings  on  this  topic  today.  While 
many  are  focused  on  health  care,  few  people  realize  the  job  creating  potential  of  a 
very  simple  idea — decontrol  telecommunications  technology. 

With  the  Vice  President  talking  about  reinventing  government,  here  is  one  simple 
solution  that  does  not  require  additional  government  funding  or  regulations.  All  the 
government  has  to  do  is  get  out  of  the  way  and  that  act  alone  will  create  hundreds 
upon  hundreds  of  jobs  in  the  high-wage  export  sector  in  this  country. 

I  commend  Mr.  Wyden  for  introducing  your  bill  on  decontrolling  telecommuni- 
cations equipment.  This  is  not  a  Republican-Democrat  issue — it's  simple  common 
sense.  I  can  assure  you,  Mr.  Wyden,  that  your  bill  will  receive  proper  attention  from 
this  side  of  the  aisle.  In  fact,  your  legislation  has  spurred  me  to  look  at  other  sectors 
such  as  computer  and  semiconductors  for  decontrol. 

Mr.  Chairman,  I  know  it's  a  top  priority  of  yours  to  report  out  a  revamped  export 
control  system.  I  pledge  to  work  with  you,  Mr.  Chairman,  to  build  a  new  export  con- 
trol system  to  cover  items  that  are  truly  of  concern  for  nuclear  and  missile  prolifera- 
tion. These  "choke  point"  technologies  should  remain  under  strict  controls,  while  the 
export  of  civilian  "nonchoke  point   technologies  should  be  encouraged. 

I  look  forward  to  the  testimony  of  the  witnesses  before  us  if  they  have  any  helpful 
suggestions  in  that  area. 

Thank  you,  Mr.  Chairman. 
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STATEMENT  OF 

THE  HONORABLE  DAN  GLICKMAN  (D-KS),  CHAIRMAN 

PERMANENT  SELECT  COMMITTEE  ON  INTELLIGENCE 

BEFORE  A  HEARING  OF  THE 
ECONOMIC  POLICY,  TRADE,  AND  THE  ENVIRONMENT  SUBCOMMITTEE 

ON  PROPOSED  LEGISLATION  TO 
LIBERALIZE  CONTROLS  ON  THE  EXPORT  OF  TELECOMMUNICATIONS  EQUIPMENT 

1:30  PM,  WEDNESDAY,  SEPTEMBER  22,  1993 
2172  RAYBURN  HOUSE  OFFICE  BUILDING,  WASHINGTON,  D.C. 


MR.  CHAIRMAN:   Few  issues  define  the  choices  the  US  must  make  in 
charting  its  role  in  the  post-Cold  War  world  as  well  as  the  one  this 
Committee  is  addressing  today.   That  may  sound  like  a  Washington 
syndrome  in  which  simple,  straightforward  issues  are  painted  with 
grandiose  strokes,  their  promotors  insisting  on  universal 
application  and  implication,  but  no  full  airing  of  how  to  revise  the 
US  system  of  export  controls  can  avoid  these  themes. 

Always  a  motivator  of  foreign  policy,  economic  considerations 
have  surfaced  as  a  priority  in  the  post-Cold  War  world  with  special 
emphasis  on  ensuring  government  does  not  hinder  American  businesses' 
ability  to  compete.   Our  current  Administration  pledged  as  much;  I 
am  sure  all  of  us  back  that  commitment  wholeheartedly. 

Dismantling  outdated  policies  undermining  American 
competitiveness  ought  to  be  at  the  top  of  our  agenda,  especially  in 
areas  such  as  telecommunications  in  which  American  firms  are  world 
leaders.   Moreover,  much  of  the  equipment  and  technology  still  under 
US  control  is  being  made  outside  of  our  borders,  and  sold  to 
customers  US  companies  are  prevented  from  cultivating.   This  bill 
makes  major  strides  in  that  direction  and  I  support  its  intent. 

The  new  dangers  we  face  in  the  aftermath  of  the  Cold  War  require 
a  continuing  need  to  be  on  our  guard.   Who  was  not  stunned  at 
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learning  that  terrorists  had  successfully  exploded  a  bomb  in  the 
basement  of  the  World  Trade  Center  and  did  not  wonder  where,  when, 
and  what  might  be  next?   Indeed,  today's  headlines  about  the  tumult 
in  Russia  drive  home  a  clear  reminder  about  the  volatility  of  the 
current  world  order. 

whether  countering  terrorism,  proliferation  of  weapons  of  mass 
destruction,  or  assessing  regional  conflicts,  the  intelligence 
community  must  be  alert  to  and  monitor  problems  affecting  our 
national  interests.  It  is  also  called  upon  to  take  action  to  stop  or 
at  least  slow  these  risks  to  our  national  security.   I  am  not  of  the 
mind  that  the  dissolution  of  the  Soviet  empire  dissolved  our  stake 
in  the  world  nor  all  the  risks  it  poses.   It  simply  changed  them, 
while  the  intelligence  community  has  begun  to  adjust,  making 
major  strides  in  many  respects,  albeit  slowly,  the  fixation  on 
Russia  still  looms  large  in  much  of  the  thinking  at  Langley,  Ft. 
Meade,  and  the  Pentagon. 

By  being  here  and  speaking  favorably  about  the  direction  you, 
Mr.  Chairman  and  Mr.  Wyden,  are  going,  I  want  to  send  the 
intelligence  community  a  message:   The  Cold  War  is  over  and  when  it 
ended,  so  too  did  the  basis  for  the  Cold  War  rationale  that  was  used 
to  control  the  export  of  telecommunications  equipment.   There  may  be 
legitimate  national  security  reasons  to  control  or  slow  the  pace  of 
decontrol  of  some  technology,  but  in  the  face  of  the  rising 
competitive  pressures  foreign  suppliers  are  exerting,  those  reasons, 
to  be  convincing,  can  not  be  founded  on  the  arguments  of  the  past. 

The  burden  lies  with  the  national  security  community  to 
demonstrate,  taking  into  full  account  today's  sea  changes  in 
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technology  and  spread  around  the  world,  that  the  national  security 
concerns  jeopardized  by  enactment  of  Mr.  Wyden ' s  legislation  clearly 
outweigh  benefits  that  would  accrue  to  the  US  economy. 

Ultimately,  intelligence  is  merely  a  tool  of  the  policymaker  who 
must  wrestle  with  the  larger  question  this  bill  raises:   Even  if 
immediate  and  total  decontrol  were  to  undermine  some  US  intelligence 
capabilities,  will  the  larger  interests  of  promoting  democracy  and 
institutions  founded  on  the  free  exchange  of  ideas,  which  greater 
access  to  telecommunications  would  afford,  overwhelm  the 
intelligence  losses? 

Mr.  Chairman,  I  may  not  have  addressed  the  questions  this  bill 
and  your  hearings  raise  with  the  specificity  you  might  like.   If 
not,  attribute  it  to  an  abundance  of  caution:   While  I  strive  in  my 
role  to  bring  as  much  of  the  intelligence  community  into  the  public 
as  possible,  I  now,  awkwardly,  find  myself  in  the  position  of 
restraining  my  comments  to  protect  classified  information. 

Nonetheless,  I  do  not  think  that  should  be  an  obstacle  to  an 
open  debate  on  the  fundamental  equation  that  needs  to  be  solved: 
There  may  be  intelligence  losses  from  decontrolling  the  export  of 
this  technology;  however,  are  they  significant  enough  to  outweigh 
the  commercial  and  political  gains? 

I  want  to  play  a  constructive  role  in  your  efforts  to  liberalize 
an  export  control  regime  that  is  outdated  and  whose  underpinnings 
have  crumbled.  As  chairman  of  the  intelligence  committee,  I  look 
forward  to  working  with  you  and  and  the  intelligence  community  to 
ensure  intelligence  no  longer  erects  unreasonable  barriers  to  the 
ability  of  American  companies  to  compete  in  the  world  economy. 
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Statement  of  Honorable  Ron  Wyden 
Testimony  before  Subcommittee  on  Economic 
Policy,  Trade  &  Environment 
September  22,  1993 


Mr.  Chairman: 

As  the  Clinton  Administration  pushes  its  plans  for  reinventing 
government  and  promoting  U.S.  exports,  it  should  quickly  reform  the 
telecommunications  export  control  system,  which  today  costs  the 
American  economy  billions  of  dollars  and  thousands  of  jobs  without 
adding  anything  to  national  security. 

I  have  introduced  legislation,  H.R.  2912,  along  with  Reps. 
David  Skaggs,  Jim  Kolbe  and  Jennifer  Dunn,  that  would  require  the 
Secretary  to  propose  to  COCOM  that  license  requirements  for 
civilian  telecommunications  exports  be  lifted  for  Eastern  Europe 
and  China.  This  legislation  is  vital  to  U.S.  export  promotion  and 
the  spread  of  democracy  in  those  parts  of  the  world,  and  I  hope  the 
Committee  will  be  able  to  address  this  legislation  this  Fall. 

As  the  Cold  War  thawed  in  recent  years,  limitations  on  exports 
of  high  tech  equipment  ranging  from  machine  tools  to  semiconductors 
were  eased.  Unfortunately  telecom  export  controls  have  been  left 
behind  and  are  now  the  most  restrictive  of  all  COCOM  controls. 
Even  worse,  the  U.S.  government  currently  lards  on  special 
restrictions  on  these  exports  that  even  go  beyond  the  strict  COCOM 
requirements . 

Mr.  Chairman,  if  the  government  is  to  make  rational  policy 
with  respect  to  telecommunications  exports,  it  should  do  two 
things.  First,  as  my  legislation  suggests,  it  should  work  with 
COCOM  to  speedily  eliminate  these  outdated  telecom  export 
requirements . 

It  makes  no  sense  that  U.S.  companies  can  participate  in  a 
World  Bank  telecom  development  project  in  Sri  Lanka  but  cannot 
export  the  same  equipment  to  the  former  Soviet  Union.  It  makes  no 
sense  that  almost  every  other  country  in  the  world  is  buying  and 
using  more  modern  telephone  gear  than  the  Soviet  Union.  And  it 
makes  no  sense  that  U.S.  companies  cannot  sell  equipment  that _ is 
already  freely  available  from  companies  in  non-COCOM  countries  like 
Israel,  China  and  India. 

Second,  to  enhance  its  world  leadership  in  telecoms  and 
simultaneously  spread  economic  development  and  democracy  in  the 
former  Soviet  Union,  the  U.S.  should  spur  a  major  effort  to  bring 
universal  phone  service  to  those  countries. 

Mr.  Chairman,  Russia  has  gone  through  two  major  revolutions 
since  parts  of  its  phone  system  have  been  replaced.  Some  copper 
cables  laid  in  1907  are  still  in  use,  and  for  those  living  outside 
Moscow,  telephones  may  be  connected  to  an  operator  using  a  plug- in 
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switchboard,  some  of  which  date  to  before  1917.    Most  of  its 
present  network  was  built  in  the  193  0s. 

If  you  wanted  to  get  a  sense  of  what  telecoms  in  Russia  is 
like,  you  wouldn't  see  it  on  "The  Nightly  Business  Report,"  you 
would  have  to  watch  an  old  silent  movie  on  the  American  Movie 
Classics  channel.  It  is  in  America's  enlightened  self-interest  to 
bring  Russia's  telecoms  system  into  the  1990s. 

We  all  know  that  eventually  these  countries  will  get  the 
telecom  equipment  they  need,  they  just  won't  get  it  from  U.S. 
companies.  And  if  the  U.S.  loses  its  position  as  the  state-of-the- 
art  telecoms  producer  because  its  companies  are  tied  in  knots  by 
their  own  government,  the  U.S.  government  will  not  be  able  to  exert 
any  control  over  telecoms  exports  to  countries  like  Iraq  and  North 
Korea.  If  we  don't  make  the  best  equipment,  we  can't  control  its 
sales. 

Mr.  Chairman,  two  key  priorities  for  economic  recovery  and  job 
creation  are  government  efficiency  and  export  promotion.  So  it  is 
hard  to  understand  the  rationale  for  this  tangled  system  of 
telecommunications  export  controls  that  burden  American  business, 
choke  off  fast -growing  markets,  and  jeopardize  the  reputation  of 
American  companies  as  reliable  suppliers. 

The  telecom  export  control  system  is  certainly  is  no  paragon 
of  government  efficiency.  The  average  licensing  time  --  the 
average,  not  the  longest  --  is  4-6  months,  which  in  the  fast  moving 
world  of  the  telecommunications  industry  can  frequently  be  the 
death  of  a  deal.  The  U.S.  vetoed  more  licenses  in  COCOM  in  the 
first  six  months  of  1993  than  in  any  other  such  period  since  the 
Carter  Administration.  An  efficient  government  would  not  lose  its 
export  control  policy  in  a  time  warp,  unable  to  keep  up  with  the 
dramatic  political  and  economic  changes  happening  all  around  the 
world. 

And,  the  telecom  export  control  system  works  actively  against 
export  promotion,  both  for  the  telecom  industry  and  for  all  other 
companies  that  want  to  sell  in  foreign  markets  and  depend  on  high 
quality  telecommunications  to  manage  their  businesses. 

According  to  the  Telecommunications  Research  Center,  demand 
for  telecommunications  in  the  former  Soviet  Union  will  grow  to  $25 
billion  during  the  years  1995-2000,  making  it  the  second  largest 
market  in  the  world,  after  the  U.S.  The  U.S.  currently  leads  the 
world  in  technology  and  could  expect  to  win  a  major  share  of  that 
market,  except  that  export  controls  not  only  ban  sales  of  today's 
products,  they  also  ban  yesterday's  products.  There  are  still 
restrictions  on  equipment  that  is  2-3  generations  behind  the  state- 
of-the-art  and  that  carry  16  times  fewer  calls  than  equipment  used 
today  in  the  U.S.  and  Europe. 

Further,  advanced  telecoms  are  vital  to  U.S.  exporters  seeking 
to  crack  foreign  markets.   In  today's  information  age,  telecoms  are 
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as  important  to  running  a  business  as  highways,  trucks  and 
airplanes.  The  former  Soviet  Union  is  a  major  target  for  U.S. 
exporters,  and  the  U.S.  government  has  committed  funds  and  effort 
to  help  U.S.  companies  crack  that  market.  But  all  the  aid  money 
and  all  the  export  promotion  by  government  officials  won't  help 
much  if  those  countries  can't  install  a  modern  telecommunications 
system. 

Recently,  a  reporter  for  the  Economist  magazine  kept  track  of 
the  results  of  his  international  calls.  Of  786  phone  calls 
attempted,  most  to  his  headquarters  in  London,  754  resulted  in  no 
connection  at  all.  Of  the  32  completed  calls,  2  were  wrong  numbers 
and  6  were  cut  off  halfway  through.  Only  1  call  in  33  was  a 
success . 

Mr.  Chairman,  how  is  a  company  trying  to  penetrate  markets  in 
the  former  Soviet  Union  going  to  communicate  with  headquarters,  set 
up  and  coordinate  distribution,  coordinate  with  suppliers  and  so 
on?  And  if  companies  can't  do  business  there,  how  can  those 
countries  ever  hope  to  attract  the  foreign  investment  they  need  to 
develop?  Outdated  export  controls  are  a  tax  on  U.S.  exports  and  a 
tax  on  development  in  the  former  Soviet  Union,  just  when  the  policy 
of  the  government  is  to  promote  exports  and  spread  democracy 
through  open  markets  and  economic  development. 

In  the  interest  of  reinventing  government,  spurring  U.S. 
exports,  spreading  democracy  to  Eastern  Europe  and  maintaining  U.S. 
control  over  telecoms  exports,  the  Congress  should  pass  H.R.  2912 
and  work  with  the  Clinton  Administration  to  bring  universal  service 
to  Eastern  Europe. 
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Thank  you  Mr.  Chairman: 

I  appreciate  the  opportunity  to  address  with  this  committee 
the  question  of  export  controls  on  telecommunications 
equipment  and  technology.   It  is  an  important  subject;  one 
that  very  much  deserves  the  attention  you  are  giving  to  it. 

First,  I  would  like  to  preface  my  remarks  with  a  little 
philosophy.   The  issue  we  are  discussing  today  is  being 
debated  in  what  I  would  describe  as  a  post-revolutionary 
period.   History  tells  us  that  not  many  post-revolutionary 
periods  are  coheren-  or  predictable.   The  revolution  that  led 
to  the  collapse  of  the  Soviet  Union  and  indeed,  to  the  end  of 
the  Cold  War,  has  produced  a  whole  host  of  things  for  which  we 
can  be  grateful,  not  the  least  of  which  is  that  the  nuclear 
aword  of  Darrocles  is  no  longer  hanging  so  close  over  our 
heads,  and  hundreds  of  millions  of  people  are  living  in  far 
more  democratic  societies  than  they  were.   There  is,  at  last, 
with  the  accord  signed  by  Prime  Minister  Rabin  and  Yasser 
Arafat,  renewed  hope  for  a  just  and  durable  peace  in  that 
troubled  region.   We  see  hopes  for  reform  and  further 
democratization  in  Eastern  Europe,  despite  what  I  would 
consider  a  setback  in  Poland  with  the  return  of  the  former 
Communists  to  a  position  of  influence  and  power.   And  we  can 
only  admire  President  Yeltsin's  courageous  struggle  to  free 
Russia  from  its  past,  and  do  what  we  can  do  to  help  in  that 
task. 


40 


But,  with  tha  collapse  of  the  bi-polar  world,  and  the  end  of 
the  Cold  War,  we  have  also  seen  the  development  of  a  host  of 
instabilities  around  the  globe.   Without  the  mortar  of  the 
Cold  War,  many  of  our  critical  international  structures,  like 
GATT  and  NATO,  are  in  danger  of  loosing  their  direction.   We 
may,  for  example,  be  on  the  brink  of  a  period  of  protectionism 
around  the  world,  but  particularly  in  Europe.   And  we  may  not 
be  far  from  falling  into  that  trap  ourselves. 

In  short,  we  are  living  in  a  strange  new  world,  or  at  least  a 
world  that  is  new  to  us.   It  is,  however,  a  world  that  a 
European  diplomat  of  the  early  years  of  this  century  or  the 
end  of  the  last  century  would  understand  because  it  was  the 
environment  in  which  he  lived  every  day.   In  a  sense  then,  we 
are  reliving  history.   But  there  are  differences,  one  of  the 
most  obvious  being  -he  incredible  technological  advances  from 
which  we  benefit  every  day,  and  for  which  people  around  the 
world  are  clammering  ever  the  more  loudly. 

This  brings  me  to  the  question  of  export  controls.   Let  me  say 
at  the  outset  that  we  are  not  here  dealing  with  a  simple 
problem.   Part  of  the  difficulty  resulte  from  the  change  in 
the  world  order  I  have  just  described.   It  affects  America's 
competitiveness  in  the  global  marketplace  and  it  includes 
serious  national  security  issues.   I'd  like  to  take  each  of 
these  pieces  of  the  equation  in  turn  and  then  assess  how  the 
balance  among  them  has  changed  in  the  new  environment. 
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The  rationale  for  tight  export  controls  on  telecommunications 
equipment  had  three  components  that  are  of  varying  relevance 
today.   First  there  was  the  obvious  goal  of  not  enhancing  the 
military  capability  of  an  enemy.   For  over  forty  years  we 
fought  a  costly  Cold  War  in  which  trillions  of  American 
taxpayer  dollars  were  spent  fighting  the  menace  of  communism. 
It  made  sense  during  those  years  to  control  the  export  of 
anything  that  could  upgrade  the  command  and  control  abilities 
of  the  Soviet  Union's  military.   Until  full  implementation  of 
arms  control  treaties,  we  should  continue  to  maintain  export 
controls  on  items  directly  relevant  to  the  military.   But,  the 
maintenance  of  controls  does  no_t  mean  that  no  sales  should  be 
made.   It  does  mean  that  they  should  be  proceeded  by  a  careful 
review  of  their  implications. 

The  second  justification  for  the  controls  was  the  intelligence 
gathering  needs  of  the  Western  alliance.   This  rationale  is 
much  harder  to  sustain  today  than  it  was  before  the  breakup  of 
the  Soviet  Union.   Gathering  intelligence,  through  a  host  of 
means,  both  human  and  technical,  is  still  an  important 
national  security  requirement.   But,  the  focus  needs  to  be 
much  more  narrowly  cast  than  in  the  past.   I  would  submit  that 
such  activity  is  best  targeted  against  potential  enemies 
rather  than  against  those  we  seek  to  cultivate  as  friends. 
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The  final  element  of  our  national  security  rationale  for  tight 
controls  was  that  they  were  part  of  the  economic  warfare  that 
the  West  waged  against  the  Communist  Bloc.   One  could,  I 
believe,  arguably  claim  that  we  won  the  Cold  War  in  part 
because  we  forced  the  Soviet  Union  into  bankruptcy.   This 
rationale  for  retaining  controls  has  completely  disappeared. 
At  a  time  when  we  are  asking  American  taxpayers  to  foot  a 
major  portion  of  the  cost  of  aiding  Russia  as  it  pursues 
economic  and  political  reform,  a  compelling  case  can  be  made 
that  we  should  remove  all  impediments  to  that  country's 
economic  development.   And  tight  export  controls  are  certainly 
an  impediment. 

In  sum,  the  national  security  justification  for  retaining 
tight  controls  has  been  seriously  eroded  by  the  changes  that 
have  occurred  in  our  relationship  with  our  adversaries  in  the 
Cold  War.   But  there  are  other  reasons  for  reassessing  the 
continuation  of  tight  telecommunications  export  controls.   One 
of  the  mos~  compelling  of  these  is  that  they  are  a  serious 
drag  on  America's  ability  to  compete.   As  long  as  there  were 
clear  national  security  reasons  for  maintaining  the  controls, 
then  the  cost  to  our  competitiveness  was  worth  it.   But  when 
that  rationale  is  severely  eroded,  then  the  balance  in  favor 
of  tight  controls  ahifts,  and  we  must  prudently  reduce  or 
eliminate  controls  that  stifle  our  access  to  new  markets. 
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Our  national  security  is  not  just  the  sum  of  our  military 
capabilities,   but  depends  increasingly  on  our  economic 
strength.   In  today's  integrated  global  economy,   it  is 
imperative  that  we  take  every  reasonable  step  available  to  us 
to  foster  exports.   American  companies  are  global  leaders  in 
providing  high  quality  telecommunications  equipment.   Where  we 
have  such  a  comparative  advantage  we  ought  to  be  doing 
everything  we  can  to  take  advantage  of  it.   And  to  me,  that 
means  removing  impediments  to  the  free  flow  of  trade. 

COCOM  still  maintains  —  more  or  less  —  5  level  playing  field 
for  exports  of  high  technology,  including  telecommunications 
equipment  and  technology,  to  the  former  Soviet  Union.   But, 
some  of  our  allies  are  already  pushing  up  against  the  limits 
of  what  the  U.S.  regulations  allow  to  be  sold  to  Russia.   They 
will  continue  to  push.   COCOM,  I  suspect,  therefore,  has  only 
a  limited  life  expectancy.   If  and  when  COCOM  disappears,  our 
companies  will  be  seriously  behind  the  marketing  curve  in  the 
best  growth  markets  of  the  rest  of  this  decade  and  beyond.   We 
cannot  afford  to  let  that  happen. 

I  might  add  that  this  concern  is  even  more  important  with 
respect  to  China.   In  the  case  of  the  PRC,  we  are  faced  with 
the  fastest  growing  economy  in  the  world.   Russia  will  only 
install  sigrificant  telecommunications  equipment  with  Western 
loans.   The  Chinese  can  pay  for  the  equipment  with  their 
export  earnings. 


44 


in  addition,  the  Chinese  are  rapidly  developing  indigenous 
capabilities  to  manufacture  advanced  telecommunications 
equipment.   Yet  America's  companies  are  shut  out  by  export 
controls  from  large  portions  of  this  market.   If  we  retain 
tight  controls  for  too  long,  we  will  have  forced  the  Chinese 
to  develop  their  own  technologies.   And  in  a  few  years  they 
will  be  competing  with  us  in  other  markets. 

Another  argument  in  favor  of  loosening  controls  is  that  better 
telecommunications  will  promote  democracy,  both  in  Russia  and 
China.   Unquestionably,  access  to  Western  communications  was  a 
major  asset  in  winning  some  of  the  battles  of  the  Cold  War. 
East  Germans  were  astounded  at  the  contrast  between  the 
television  view  cf  life  in  the  West  and  their  dreary 
existence,  undermining  the  legitimacy  of  their  former  regime. 
Russians  advising  Yeltsin  during  the  coup  in  August  1991  were 
aided  significantly  by  fax  capabilities  linking  them  with  the 
West.   And  who  can  forget  the  courage  of  the  leaders  of  the 
Tianenmen  uprising  that  kept  the  Chinese  people,  and  the 
world,  apprised  of  what  was  really  going  on  with  faxes  and 
satellite  telephones  that  could  not  be  blocked  by  the  Chinese 
government. 

Allowing  access  to  good  communications  technology  will  be 
critical  to  building  democratic  institutions  in  Russia  and 
continuing  the  evolution  of  democracy  in  China.   The  tactics 
of   a   totalitarian  society  cannot   long   survive   open 
communications . 
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Furthermore,   good  communications  are  key  to  economic 

development  in  both  countries.   Russia  can  only  continue  its 
move  toward  a  free  market  economy  and  more  democratic 
institutions  if  it  achieves  economic  stability  and  then  growth 
and  development.   Poor  telecommunications  are  a  serious 
impediment  to  the  desperately-needed  economic  turnaround  that 
President  Yeltsin  needs  to  generate  if  reform  is  to  succeed  in 
Russia.   inproved  telecommunications  will  also  improve  the 
prospects  for  the  long-term  success  of  democracy  in  China. 

Yes.  there  is  a  cost  to  lifting  the  controls.   We  lose  some 
useful  intelligence.   But  there  may  well  be  a  greater  cost  to 
retaining  the  controls.   A  cost  to  the  competitiveness  of  U.S. 
firms  and  our  economic  security  is  probably  already  being  paid 
as  other  countries  move  to  capture  this  new  market. 

I  believe  the  balance  has  shifted  in  the  rationale  that 
justified  export  controls.   The  time  has  come  to  remove 
controls  on  telecommunications  exports  to  civilian  projects  in 
Russia  and  in  China. 
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ROBERT  E.  ALLEN 

Chairman  of  the  Board  and 

Chief  Executive  Officer 

AT&T 


Thank  you,  Mr.  Chairman.  I'd  like  to  express  my  appreciation  to  the 
committee  for  the  chance  to  share  AT&T's  views  on  the  urgent  need  to  lift 
COCOM  restrictions  on  telecommunications  exports. 

We  are  seeing  the  confluence  of  political,  economic  and  technological 
change  that  has  no  precedent  in  history.  As  a  result,  America's  foreign  and 
domestic  policy  priorities  are  also  changing.  To  maintain  COCOM's  severe 
restrictions  on  telecommunications  now  would  be  to  ignore  the  message  of 
change.  It  would  put  our  country  at  risk  of  missing  an  opportunity  to  foster 
democracy  abroad  while  expanding  jobs  and  exports  at  home. 

Founded  in  1949,  COCOM  Is  a  creation  of  the  Cold  War.  Its  restrictions  on 
telecommunications  exports-strategically  necessary  as  they  were  at  one  time- 
were  based  on  the  idea  that  limiting  the  communications  capability  of  people  in 
China  and  what  was  then  the  Soviet  Union  was  in  the  best  interests  of  world 
security.  But  today,  the  exact  opposite  is  true. 

Nothing  supports  a  nascent  democratic  movement  more  powerfully  than 
the  free  flow  of  information.  That  was  demonstrated  by  the  Committees  of 
Correspondence  during  tne  American  Revolution.  Two  centuries  later  it  was 
reaffirmed  by  Boris  Yeltsin's  fax  messages  from  the  Russian  parliament  during  the 
coup  attempt  of  August  1 991 .  And  todays  events  in  Moscow,  while  of  obvious 
concern,  once  again  illustrate  how  important  it  is  to  be  able  to  communicate 
reliably  and  effectively  during  a  time  of  crisis.  People's  first  instinct  when  there  is 
a  crisis  or  a  natural  disaster  is  to  pick  up  the  telephone.  We  call  colleagues, 
family  and  friends  to  share  information. 
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Our  AT&T  Network  Operations  Center  reports  that  from  8  o'clock  last  night 
until  7  o'clock  this  morning,  there  were  57,000  calls  attempted  to  Russia  on 
AT&T's  network,  nearly  60%  more  than  normal.  But  only  4  in  10  of  those  calls  got 
through,  due  in  part  to  congestion  on  the  antiquated  Russian  network. 

Quick,  reliable  communications  provides  vital  reassurance  during  uncertain 
periods,  stems  the  spread  of  rumors,  and  can  ease  tensions.  But  today,  when  the 
need  to  communicate  is  at  its  greatest,  the  ability  to  do  so  is  limited. 

It  is  not  coincidental  that  the  world's  most  politically  stable,  economically 
secure  democracies  are  also  the  nations  with  the  most  advanced  communications 
infrastructure    Russia  and  Ukraine,  despite  many  demands  on  their  limited  funds, 
have  made  telecommunications  a  priority.  They  understand  it  is  a  prerequisite  for 
attracting  foreign  investment  and  supporting  economic  growth. 

The  same  lesson  is  well  understood  in  China,  where  I  visited  last  month. 
You  can  see  it  reflected  in  the  rooftop  satellite  dishes  sprouting  in  China's  most 
progressive  southern  provinces,  and  you  can  see  it  in  the  government's  ambitious 
plans  to  expand  and  modernize  the  Chinese  telecommunications  system. 

Clearly,  it  is  in  the  economic  and  political  interest  of  the  United  States  to  do 
everything  possible  to  expand  the  communications  infrastructure  of  our  former 
adversaries.  Ye'  COCOM  restrictions  lock  us  into  a  Cold  War  policy  that  limits 
the  ability  of  people  to  communicate  ideas  and  information.  Our  country  wants  to 
foster  economic  reform  and  Western  investment  in  Russia  and  China,  yet  current 
COCOM  policies  deny  those  countries  the  information  technology  most  crucial  to 
economic  growth. 

Here  at  home,  economic  growth  is  closely  tied  to  high-technology  exports. 
The  growth  in  exports  cf  telecommunications  switching  and  transmission 
equipment  has  been  one  of  the  great  American  success  stories  in  international 
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trade.  But  America's  exporters  and  our  domestic  economy  pay  dearly  for 
maintaining  impediments  to  expanded  trade  and  exports. 

AT&T  estimates  that  COCOM  controls  jeopardize  about  half  a  billion 
dollars  in  sales  over  the  next  five  years.  When  sales  are  jeopardized,  jobs  are 
jeopardized.  In  the  AT&T  business  units  most  affected  by  export  controls  we 
need  a  steady  growth  in  sales  of  5  to  10  percent  a  year  just  to  maintain  current 
employment  levels.  We  will  not  be  able  to  achieve  that  growth  if  our  own 
government  continues  to  limit  access  to  countries  like  Russia  and  China,  which 
promise  to  be  among  the  largest  telecommunications  markets  in  the  world  by  the 
end  of  this  decade. 

With  a  combined  population  of  one  and  a  half  billion,  the  former  Soviet 
Union  and  China  are  home  to  over  one  quarter  of  the  world's  people.  But  these 
people  struggle  to  communicate  over  telephone  networks  rooted  in  1950s 
technology.  In  some  regions  of  the  former  Soviet  Union  and  China,  there  are  only 
two  telephone  lines  per  100  people.  In  the  United  States  the  ratio  is  50  lines  per 
100  people. 

This  is  a  simple  measure  of  both  the  urgency  of  the  need  and  the  size  of 
the  potential  market.  But  the  number  of  telephones  doesn't  begin  to  reflect  the 
scope  of  any  country's  information  technology  capability. 

The  pace  of  change  in  information  technology  has  been  accelerating  even 
faster  than  the  pace  of  change  in  world  politics.  The  1980s  saw  a  revolution  in 
our  ability  to  transmit  huge  volumes  of  information  at  the  speed  of  light.   Fiber 
optic  technology  was  the  chief  enabler  of  that  revolution.  Now,  in  the  1990s  we're 
seeing  a  revolution  in  our  ability  to  switch  and  manipulate  those  information- 
packed  transmission  sgnals  over  fast  and  reliable  networks. 

AT&T  is  committed  to  leading  that  revolution,  and  spreading  its  benefits  as 
widely  as  pcssible.  Our  corporate  mission  is  to  be  the  world's  best  at  bringing 
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people  together  -  giving  them  easy  access  to  each  other  and  to  the  information 
they  want  and  need  -  anytime,  anywhere.  We're  pursuing  that  mission  by 
expanding  the  capacity  of  our  own  network,  and  partnering  with  other  countries  to 
rebuild  and  extend  theirs. 

Yet,  as  we  work  to  expand  communications  in  Russia,  China  and  Ukraine, 
current  COCOM  restrictions  limit  us  to  providing  equipment  first  deployed  10 
years  ago-equipment  that  is  now  three  generations  behind  what  is  commonly 
used  in  the  United  States.  It  carries  16  times  less  information  than  state-of-the-art 
systems  being  used  to  modernize  the  networks  of  much  smaller  countries.  Even 
to  export  the  equipment  allowed  under  COCOM  rules,  we  must  wade  through  a 
bureaucratic  licensing  system  here  in  the  United  States.  Approvals  can  take 
months,  and  sometimes  come  with  nearly  impossible  conditions. 

As  Greg  Hughes  of  AT&Ts  Transmission  Systems  business  told  this 
committee  in  June,  controlled  countries  such  as  China  have  already  developed 
their  own  advanced  communications  technology  that  exceeds  current  COCOM 
restrictions   And  Israel,  which  is  not  a  member  of  COCOM,  has  its  own  base  of 
advanced  technology,  soTie  of  which  has  already  been  sold  in  China.  Pressuring 
Israel  to  halt  legitimate  commercial  exports  to  China-as  it  appears  the 
government  is  attempting— will  simply  give  China  and  other  countries  added 
incentive  to  develop  their  own  technology  and  displace  potential  American 
exports    Rather  than  trying  to  turn  back  the  spread  of  technology,  we  should 
acknowledge  that  COCOM  controls  are  outdated  and  remove  them. 

We  do  not  have  time  for  the  reluctant,  incremental  adjustments  in  export 
controls  that  the  United  States  has  traditionally  used  in  response  to  advances  in 
technology.  And  we  cannot  continue  to  rely  on  distinctions  between  computer 
and  telecommunications  technology  which  are  increasingly  meaningless. 
Computer  export  controls  may  soon  be  eased,  but  the  United  States  seems 
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reluctant  to  broadly  liberalize  telecommunications,  even  though  it  is 
communications  networking  technology  that  makes  computers  most  useful  for 
sharing  ideas  and  information. 

Today,  when  you  can  use  your  computer  to  send  faxes  and  your  telephone 
as  a  remote  computer  terminal,  trying  to  distinguish  between  inter-related 
technologies  is  no  longer  useful.  No  matter  what  category  of  the  export 
regulations  we  talk  about,  the  fundamental  question  is  whether  COCOM  will 
continue  to  limit  the  ability  of  people  to  communicate. 

The  House  can  help  answer  that  question  by  taking  action  on  H.R.  2912, 
which  was  discussed  earlier.  Language  similar  to  this  bill  passed  the  House  with 
over  350  votes  more  than  three  years  ago--when  there  was  still  a  Warsaw  Pact 
and  a  Soviet  Union-and  I  ask  your  support  for  this  legislation.  The  de-control  of 
telecommunications  envisioned  in  Mr.  Wyden's  bill  is  a  critical  step  toward  overall 
reform  of  U.S.  export  controls.  Under  the  continued  leadership  of  Reps. 
Gejdenson  and  Roth,  and  with  new  members  like  Rep.  Manzullo  considering 
legislation  as  well,  I  am  confident  that  such  reform  will  succeed.  For  in  the 
context  of  the  present  state  of  government  regulation  of  our  industry,  change  is 
vital. 

Despite  the  competitiveness  of  the  US  market  for  long  distance  services, 
AT&T  still  carries  regulatory  restrictions  that  the  government  does  not  apply  to 
most  of  our  competition.  Foreign  telephone  companies  are  permitted  to  offer 
services  here  while  reteining  monopolies  in  their  home  markets  which  lock  out 
American  companies.  Just  this  morning  we  filed  petitions  with  the  FCC  asking  for 
an  end  to  the  lop-sided  regulatory  controls  on  AT&T  in  the  long  distance  market, 
and  commenting  on  British  Telecom's  proposed  partnership  with  MCI. 

The  COCOM  restrictions  on  telecommunications  are  still  another  layer  of 
regulatory  policy  which  has  not  caught  up  with  changing  realities. 
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Mr.  Chairman,  a  policy  which  has  served  its  purpose  is  now  holding  back 
economic  growth  and  expanded  global  communications.  The  Cold  War  is  over, 
and  it  is  time  to  close  the  gap  between  COCOM  policy  and  new  realities.  We 
must  move  decisively  to  eliminate  export  controls  on  telecommunications  for 
civilian  uses  in  the  former  Soviet  Union  and  China.  In  doing  so,  we  will  open  new 
opportunities  for  America  and  the  rest  of  the  world. 

Thank  you. 
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Statement  on  Export  Controls 
on  Telecommunications  Equipment  and  Technology 

I  applaud  the  purpose  of  this  sub-committee  and  am  happy  to  offer 
my  comments  as  a  modest  contribution  to  your  efforts.  I 
acknowledge  up  front  that  much  of  what  I  say  stems  from  my 
participation  for  some  18  months  on  the  National  Academy  of 
Sciences  Panel  on  the  Future  Design  and  Implementation  of  U.S. 
National  Security  Export  Controls  chaired  by  Dr.  Roland  Schmidt. 
I  have  borrowed  liberally  from  the  panel's  report,  Finding  Common 
Ground,  in  preparing  my  statement. 

Were  I  offering  my  views  some  ten  years  ago,  when  I  was  Director 
of  NSA  and  the  world  was  quite  different,  my  views  would  be  quite 
different.  Then  we  lived  in  a  bi-polar  world  in  which  inadequate 
intelligence,  critical  technological  disadvantage,  or  political 
miscalculation  could  have  meant  catastrophe  on  a  global  scale.  At 
the  time  I  was  quite  comfortable  being  hard-over  for  denial  to  our 
single  enemy  of  any  technology  advance  that  would  strengthen  them 
militarily  or  make  more  difficult  our  collection  efforts.  Even 
when  their  eventual  acquisition  of  a  technology  was  inevitable, 
each  delay  of  a  day  bought  an  opportunity  for  us  to  counter  or  off- 
set the  inevitable.  Today  I  do  not  believe  that  such  an  absolute 
approach  is  the  correct  approach,  but  I  also  do  not  believe  that 
total  and  uninhibited  relaxation  of  export  controls  is  yet  correct. 

Today  the  calculus  of  U.S.  national  security  interests  has 
changed  considerably  from  what  it  was  ten  years  ago.  Then  military 
strength  was  the  doninant  factor  in  our  national  security.  The 
developed  nations  who  were  our  allies  agreed  on  a  comr.on  enemy  and 
cooperated  fairly  well  on  a  policy  of  denial.  Today  the  external 
challenges  to  U.S.  national  security  are  more  complex.  First,  many 
of  the  most  difficult  and  urgent  challenges,  rather  than  being 
purely  military  in  nature,  are  new  often  economic  and 
technological.  Second,  in  contrast  to  the  dramatic  political 
changes  in  Europe  and  the  improved  East-West  climate,  significant 
and  troubling  challenges  remain  in  other  geopolitical  areas, 
particularly  a  generally  heightened  potential  for  regional 
hostilities.  There  is  increasing  recognition  that  the  operative 
definition  of  U.S.  national  security  must  include  the  need  to 
maintain  a  successful,  vigorous  U.S.  role  in  the  global  economy. 
Early  entry  into,  and  sustained  participation  in,  global  markets 
by  U.S.  exporters  are  key  elements  of  such  a  role.  Factors 
requiring  consideration  are: 

o   The  changing  structure  of  the  global  economy 
o   The  increasingly  rapid  global  diffusion  of 

technology 
o    Declining  U.S.  technological  and  manufacturing 

preeminence 
o   Growing  technological  and  manufacturing 

sophistication  in  Japan  and  the  newly  industrialized 

countries 
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o   Th«  changing  distribution  of  global  economic  and 

financial  power 
o   Increasing  concern  about  the  U.S.  industrial  base 
o   The  growing  inportance  of  exports  to  U.S.  economic 

vitality 

Unfortunately,  these  very  factors  highlight  the  economic  conflict 
which  is  the  backdrop  for  what  must  be  cooperation  between 
developed  nations  if  the  security  threat  of  proliferation  of 
weapons  of  mass  destruction  is  to  be  successfully  countered.  Given 
the  great  complexity  of  proliferation  problems,  policy  coordination 
will  be  needed  from  at  least  the  U.S.,  the  U.K.,  Russia,  France, 
Germany,  Japan,  and  China.   Without  the  cooperation  of  the  major 
supplier  countries,   weapons,   weapon  designs,   and  dual   use 
technologies  will  continue  to  be  available  to  nations  that  are 
intent  on  acquiring  advanced  conventional  weapons  or  weapons  of 
mass  destruction.   At  best,  control  regimes  designed  to  achieve 
operative  consensus  amongst  the  developed  countries  will  need  to 
take  care  in  trying  to  apply  export  controls  to  proliferation 
problems   to   make   them   as   narrowly   targeted   as   possible. 
Furthermore,  it  would  seem  essential  that  there  be  fostered  a  sense 
of  trust  and  commonality  of  cause  among  the  developed  nations 
operating  in  any  regime.   I  consider  it  improbable  that  such  an 
attitude  could  prevail  if  simultaneously  with  concerted  action  to 
stop  proliferation  there  were  fractionated  action  fcr  broad  denial 
of  one  or  two  of  the  members.   If  one  concludes  that  today  and  for 
the  foreseeable  future  the  major  military  threat  to  our  national 
security  is  from  proliferation,  one  must  also  conclude  that  the 
basis  of  our  technology  transfer  and  trade  relationships  with 
Russia,  the  other  FSU  republics,  and  China,  must  change  from  a 
denial  regime  to  an  approval  regime  based  on  multilaterally  agreed 
and  verifiable  end-use  conditions.   We  must  proceed  in  the  spirit 
of  the  Vancouver  Summit  last  April  when  President  Clinton  and 
President  Yeltsin  expressed  their  determination  to  "...promote 
access  tc  each  other's  markets"  and  to  remove  "impediments  to  trade 
and  investment."   That  having  been  said,  however,  it  would  be 
foolish  to  ignore  the  underlying  instability  with  its  nuclear 
overtones  extant  in  the  former  Soviet  Union  and  China.   We  should 
proceed  with  measured  change  to  export  control  policy  which 
emphasizes  technology  helpfulness,  but  incorporates  requirements 
for  end-use  monitoring  and  responsible  conduct  within  a  new  non- 
proliferation  export  control  regime. 

Without  question,  telecommunications  equipment  and  technology  are 
of  great  importance  in  today's  world.  Advanced  information 
transport  utilities  are  crucial  to  the  success  of  national  and 
international  industry  and  businesses  in  free  market  economies. 
The  demands  of  commercial  users  now  extend  far  beyond  the  system 
capabilities  in  countries  where  existing  telephone  systems  are 
limited.  Modern  commerce  demands  the  ability  to  exchange  large 
volumes  of  information,  using  interactive  systems,  between  the 
users  and  for  access  to  large  databases  in  information  processing 
nodes.    World  financial  institutions  require  state-of-the-art 
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facilities  and  equipment  as  a  condition  for  providing  the  necessary 
loans.  We  can  anticipate  growing  demand  from  Russia  and  from 
lesser  developed  countries  as  new  telecommunications  advances 
appear  in  the  world  markets. 

Nevertheless,  we  should  neither  make  light  of  the  importance  of 
continued  surveillance  of  events  in  Russia  and  the  other  former 
republics,  nor  should  we  deny  that  an  approval  policy  for  some 
exports  will  complicate  that  task.  The  problem  of  dealing  with 
upgraded  and  modern  telecommunications  will  be  our  challenge 
elsewhere  as  well,  and  will  require  serious  investment  in  research 
and  resources.  If  we  treat  it  seriously  and  fund  intelligence 
appropriately,  I  believe  we  can  meet  the  challenge,  but  we  need  not 
aggravate  that  challenge  by  demanding  nothing  in  return  from  our 
allies  or  our  previous  export  control  targets  as  we  reorient  to  a 
new  threat. 

Let  me  now  draw  together  several  of  the  thoughts  I  have  tried  to 
express  and  summarize  what  I  believe. 

In  spite  of,  or  perhaps  because  of,  the  diminishing  threat  of 
bipolar  intercontinental  strategic  nuclear  war,  the  threat  to 
regional  stability  is  generally  expected  to  grow  with  the 
proliferation  of  weapons  of  mass  destruction.  State-of-the-art 
telecommunications  would  pose  a  formidable  threat  in  C3I  for 
weapons  of  mass  destruction  in  the  hands  of  a  nation  like  Iraq. 
At  the  same  time,  such  in  the  public  civilian  use  is  a  major  force 
for  democratization;  thus,  our  dilemma.  Overall,  my  belief  is 
that: 

Russia,  with  the  newly  independent  states  of  the  former  Soviet 
Union,  China,  and  most  other  lesser  de%eloped  countries  will 
continue  tneir  efforts  toward  market  economies  and  related 
democracy,  although  instability  demands  watchfulness. 

It  is  in  the  best  economic  interest  of  the  U.S.  and  the  free 
world  community  to  facilitate  the  development  of  a  modern 
telecommunications  infrastructure  in  these  lesser  developed 
nations . 

U.S.  product  leadership  in  foreign  telecommunications  markets 
will  contribute  to  the  strength  of  the  U.S.  economic  element  of 
national  security,  enhance  cooperation  on  global  problems  an 
provide  the  information  age  benefits  of  telecommunications  based 
economic  growth  that  is  a  basic  necessity  to  these  lesser  developed 
nations. 

Past  policies  that  gave  overriding  consideration  to  control 
of  advanced  telecommunications  based  on  national  security 
intelligence  gathering  concerns  need  to  be  reexamined.  Economic 
and  technical  considerations  should  be  weighed  against  the 
intelligence  concerns  in  imposing  limitations  in  view  of  the 
current  technological  capabilities  in  the  developed  countries. 
This  broadening  of  considerations,   however,   requires  a  very 
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responsible,  informed  measure  of  the  trade-off*.    Intelligence 
concerns  reflect  a  vide  range  of  U.S.  needs  (requirements). 

Reevaluation  of  national  and  international  security  export 
controls  should  include  the  identification  of  critical 
proliferation  technologies  and  the  performance  thresholds  at  which 
they  must  be  monitored.  Critical  performance  technologies 
identified  by  the  recommended  reevaluation  that  are  no  longer 
controllable  could  still  be  closely  monitored. 

A  system  for  the  reporting  and  assessment  of  threatening 
technology  transfers  could  be  implemented  by  exploiting  a 
cooperative  international  reporting  process  monitoring  how  advanced 
capability  is  invested  in  the  civilian  infrastructure.  At  the  same 
time,  we  should  be  able,  in  cooperation  with  our  trading  partners, 
to  maintain  oversight  of  the  architecture  and  design  of  that 
architecture. 

Provisions  for  monitoring  and  assessment  of  technology 
transfer  envisioned  by  Title  41  and  42  of  the  1S93  Defense 
Authorization  can  also  offset  the  hazards  of  liberalized  export 
controls.  In  conjunction  with  the  Defense  Intelligence  Agency's 
GRANDVIEW  assessments  and  other  intelligence  community  monitoring 
equipment,  assemblies  and  components  of  the  weapons  of  mass 
destruction  could  be  identified.  Countries  identified  as 
threatening  to  regional  stability  through  this  monitoring  process 
could  then  be  targeted  and  the  combined  efforts  of  the  national  and 
international  intelligence  communities  could  be  used  to  maintain 
a  continuous  estimate  of  the  threat  they  pose  to  the  stability  of 
their  regions  and  to  the  free  world  trade. 

Overall,  therefore,  I  believe  that  national  and  international 
security  export  controls,  which  were  driven  by  cold  war  strategic 
concerns:,  should  be  reevaluated  in  light  of  the  global  availability 
of  telecommunications  (and  other)  products  to  determine  if  security 
export  controls  car  be  liberalized  in  the  national  economic 
interest  without  unduly  jeopardizing  U.S.  national  security 
interests.  Trying  to  control  exports  of  inherently  uncontrollable 
prcductc  damages  U.S.  competitiveness  abroad,  undermines  the 
credibility  of  export  controls,  and  wastes  government  resources. 


'incoln  D.  Faurer 
Lt.  Gen.  USAF  (ret) 
22  September  1993 
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103d  CONGRESS 
1st  Session 


H.R.2912 


To  liberalize  controls  on  the  export  of  telecommunications  equipment  and 
technology  in  order  to  promote  democracy  and  free  communication  and 
enhance  economic  competitiveness. 


IX  THE  HOUSE  OF  REPRESENTATIVES 

August  6,  1993 

Mr.  W'YDEN  (for  himself.  Mr.  Kolbe.  Mr.  Skaggs,  and  Ms.  DUXX)  intro- 
duced the  following  bill;  which  was  referred  to  the  Committee  on  Foreign 
Affairs. 


A  BILL 


To  liberalize  controls  on  the  export  of  telecommunications 
equipment  and  technology  in  order  to  promote  democracy 
and  free  communication  and  enhance  economic  competi- 
tiveness. 

1  Re  it  enacted  by  the  Senate  and  House  of  Representa- 

2  fives  of  the  United  States  of  America  in  Congress  assembled, 

3  SECTION  1.  FINDINGS. 

4  (a)  The  Congress  makes  the  following  findings: 

5  ( 1 )  The  free  exchange  of  ideas  and  information 

6  through  modern,  reliable  telecommunications  equip- 
ment fosters  the  development  of  democratic  institu- 

8  tions,    the    promotion    of  free   market   economic   re- 
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1  forms,    and    the    facilitation    of   international    com- 

2  merce. 

3  (2)    Exports    of   advanced    telecommunications 

4  equipment    and    technology    contribute    to    United 

5  -       States  economic  competitiveness  and  high-skill,  high- 

6  wage  jobs  in  the  United  States. 

7  (3)   Export  restrictions   on  telecommunications 

8  equipment  and  technology  are  outdated,  controlling 

9  the  export  of  equipment  and  technology  that  is  more 

10  than  10  years  old  and  has  over  15  times  less  capac- 

1 1  ity  than   similar  equipment   and  technology  in  use 

12  today  in  the  United  States. 

13  (4)    Foreign  availability  of  telecommunications 

14  equipment  and  technology  exists  both  from  countries 

15  that  do  not  belong  to  or  cooperate  with  the  Coordi- 

16  nating  Committee  for  Multilateral  Export  Controls, 

17  and  from  within  countries  to  which  exports  of  such 

18  equipment  and  technology  are  controlled  by  agree- 

19  ment  of  the  Coordinating  Committee. 

20  SEC.  2.  EXPORT  CONTROLS  ON  TELECOMMUNICATIONS. 

21  (a)  In  General. — Section  5(c)  of  the  Export  Admin- 

22  istration  Act  of  1979  (50  U.S.C.  App.  2404(c))  is  amend- 

23  ed  by  adding  at  the  end  the  following: 

24  "(SKA)  The  Secretary  shall,  not  later  than  30 

25  days  after  the  date  of  the  enactment  of  this  para- 


58 

1  graph,  propose  to  the  Coordinating  Committee  that 

2  exports  of  telecommunications  equipment  and  tele- 

3  communications  technology  for  civil  end  uses  shall 

4  not  require  a  validated  license  for  export  to  any  of 

5  the  republics  of  the  former  Soviet  Union,  the  Peo- 

6  pie's  Republic  of  China,  Poland,  the  Czech  Republic, 

7  Slovakia,     Bulgaria,     Romania,     Albania,     Estonia, 

8  Lithuania,  or  Latvia. 

9  "(B)  For  purposes  of  this  paragraph — 

10  "(i)    the   term   'telecommunications   equip- 

1 1  ment'  includes — 

12  "(I)  telephone  switching  systems  and 

13  stored  program  controlled  communications 

14  switching   systems,    including   related   fea- 

15  tures  and  components  that  provide  senices 

16  and    management    of    telecommunications 

17  networks; 

18  "(II)  telecommunications  transmission 

19  equipment; 

20  "(III)     microwave,     light    wave,     and 

21  other    radio    relay,    transmitting,    or    test 

22  equipment,    and    related    components    and 

23  accessories; 
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1  "(IV)   telecommunications  cables  and 

2  components,    including   optical    fibers   and 

3  optical  fiber  cables; 

4  "(V)  equipment  containing  frequency 

5  synthesizers  when  used  in  land-based  mo- 

6  bile  communications  systems; 

7  "(VI)  equipment  described  in  any  of 

8  subclauses   (I)   through   (V),   or  any  other 

9  telecommunications    equipment,    that    con- 

10  tains  lasers; 

11  "(MI)  computer  hardware  and  appli- 

12  cation  specific  software  which  are  related 

13  to  any  of  the  items  described  in  clauses  (I) 

14  through    (VI)    and   are    required   for  data 

15  communications;  and 

16  "(VIII)   all   spare   parts,   components, 

17  and  measuring  or  test  equipment  related  to 

18  any  of  the   items  described  in  subclauses 

19  (I)  through  (MI); 

20  "(ii)    the    term    'telecommunications    tech- 

21  nologY,     means     technology     related     to     tele- 

22  communications     equipment,     including     tech- 

23  nology  for  the  production,  development,  and  use 

24  of  telecommunications  equipment; 
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1  "(iii)    the    term    'telecommunications    net- 

2  works'   includes  local  area,  intracity,  intercity, 

3  and  international  telecommunications  networks; 

4  and 

5  "(iv)  the  term  'telecommunications'  means 

6  voice,  video,  and  data  communications  over  any 

7  public  or  private  network  or  broadcasting  sys- 

8  tern,  and  services  related  to  such  communica- 

9  tions.". 

10  (b)  Report. — Not  later  than  60  days  after  the  date 

1 1  of  the  enactment  of  this  Act,  the  President  shall  submit 

12  to  the  Speaker  of  the  House  of  Representatives  and  the 

13  Committee  on  Banking,  Housing,  and  Urban  Affairs  of 

14  the  Senate  a  report  certifying  that  the  proposal  required 

15  by  section  5(c)(8)  of  the  Export  Administration  Act  of 

16  1979  (as  added  by  subsection  (a)  of  this  section)  has  been 

17  made  to  the  members  of  the  Coordinating  Committee  and 

18  outlining  the  plans  to  gain  the  concurrence  of  the  other 

19  members  of  the  Committee  in  the  proposal. 
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September  20,  1993 


President  William  J.  Clinton 
The  White  House 
Washington,  D.C. 

Dear  President  Clinton: 

At  a  time  when  the  economy  of  the  United  States  is 
suffering  and  when  the  threat  of  proliferation  is  increasing, 
dramatic  reform  in  U.S.  export  control  policy  would  enhance  the 
ability  of  this  nation  to  compete  overseas  and  would  improve 
the  effectiveness  of  our  controls  on  dual  use  exports. 
Congress  is  in  the  process  of  rewriting  the  Export 
Administration  Act.   However,  given  your  leadership  on  issues 
of  competitiveness  and  non-proliferation,  we  urge  you  to 
consider  more  immediate  solutions  to  some  very  pressing 
problems . 

Your  Administration  now  has  an  historic  opportunity  to 
pursue  a  new  policy  which  serves  both  our  economic  interests 
and  our  national  security  objectives.   The  United  States  should 
only  attempt  to  restrict  the  export  of  that  equipment  and 
technology  which  can  realistically  be  controlled.   To  try  to  do 
more  alienates  those  countries  whose  cooperation  is  essential 
for  effective  multilateral  controls. 

Based  on  government  licensing  statistics,  88%  of  the  value 
of  all  controlled  exports  is  comprised  of  telecommunications, 
computers,  and  computer  software.   Yet,  these  are  precisely  the 
areas  most  in  need  of  reform.   In  each  of  these  three  sectors, 
the  U.S.  restricts  the  export  of  equipment  and  technology  that 
is  widely  available  in  controlled  countries,  is  produced  in 
controlled  countries,  or  is  easily  transmitted  to  controlled 
countr les . 

At  a  hearing  of  the  Subcommittee  on  Economic  Policy,  Trade 
and  Environment,  on  June  9,  1993,  pictures  were  displayed  of 
advanced  telecommunications  equipment  that  had  been  made  and  is 
presently  in  use  in  China.   There  was  also  testimony  that 
Israel  is  selling  such  equipment  to  China.   The  U.S.,  however, 
will  not  sell  such  equipment  to  China. 
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At  the  same  hearing,  it  was  demonstrated  that  very  capable 
computers  (those  having  a  CTP  of  250)  are  widely  available 
based  on  the  dissemination  of  a  new  generation  of 
microprocessors  (with  a  CTP  of  66),  four  of  which  can  easily  be 
plugged  into  a  small  board,  which  in  turn  can  be  slipped  into  a 
workstation.   Since  the  U.S.  Government  defines  supercomputers 
as  those  having  a  CTP  of  195,  a  workstation  can  be  converted 
into  a  supercomputer  in  minutes  using  widely  available 
equipment.   This  was,  in  fact,  done  in  the  hearing  room. 

Encrypted  mass  market  software  has  been  subject  to 
similarly  outdated  controls.   Mass  market  software  is  available 
from  foreign  manufacturers  and  distributors  and  is  easily 
transmitted  using  only  a  long  distance  telephone  line  and  a 
modem.   Yet,  the  United  States  continues  to  control  this 
computer  software  as  a  Munitions  List  item. 

It  is  difficult  to  understand  the  utility  of  controlling 
such  equipment  and  technology  when  it  is  so  easily  available  to 
those  from  whom  we  are  trying  to  keep  it.   Yet,  by  imposing 
controls,  we  are  limiting  the  ability  of  American  businesses  to 
export  some  of  their  most  marketable  items.   As  a  result,  we 
are  losing  our  competitive  edge  in  these  areas. 

Absent  a  more  rational  policy  regarding  what  should  be 
controlled,  the  U.S.  cannot  expect  its  allies  to  cooperate  more 
fully  in  the  non-proliferation  export  control  regimes.   The 
inability  of  the  U.S.  to  obtain  the  cooperation  of  even  the  G-7 
countries  in  restricting  sensitive  exports  to  Iran  speaks 
volumes  about  U.S.  export  control  policy. 

We  urge  you  to  take  immediate  steps  to  rationalize  U.S. 
export  controls.   We  recommend  that  the  following  steps  be 
taken: 

1.  The  U.S.  should  propose  to  CoCom  to  decontrol  all 
telecommunications  equipment  for  civilian  end  users. 

2.  The  U.S.  should  remove  all  unilateral  controls  on  computers 
(except  those  imposed  on  terrorist  and  embargoed  countries)  and 
should  propose  to  decontrol  computers  where  there  is  cr  will 
soon  be  availability  in  controlled  countries.   The  availability 
of  the  microprocessors  described  above  and  the  ease  with  which 
they  can  upgrade  a  workstation  should  be  just  a  starting  point 
for  a  U.S.  proposal  on  computers  at  CoCom. 

3.  The  U.S.  should  drastically  modify  its  definition  of 
supercomputers  to  accomodate  technological  reality.   It  is 
difficult  to  justify  classifying  a  workstation  as  a 
supercomputer  which  could  require  the  imposition  of  elaborate 
security  measures. 
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•5.   The  U.S.  should  no  longer  consider  mass  market  software  to 
be  munitions  items.   They  are  dual  use  items  and  should  be  so 
categorized. 

5.   The  U.S.  should  attempt  to  increase  the  discipline  and  the 
harmonization  of  the  non-proliferation  export  control  regimes. 
Unless  there  are  common  sets  of  target  countries,  common 
criteria  for  license  review,  and  some  exchange  of  licensing 
information,  the  effectiveness  of  these  critical  export 
controls  will  be  limited. 

Mr.  President,  reform  in  export  controls  is  long  over  due. 
We  intend  to  legislate  long  term  solutions  to  these  difficult 
problems.   We  ask  you  to  take  the  immediate  steps  necessary  to 
remove  these  unnecessary  and  burdensome  obstacles  to  U.S. 
competitiveness  which  will  enable  the  United  States  to  advocate 
with  greater  credibility,  enhanced  harmonization  and  discipline 
in  multilateral  export  controls. 


y^-f^-'K^i.' 


Hon.  Richard  Gephardt 
Majority  Leader 


Sincerely, 


Hon.  Sam  (^rjdenson 
Chairman 

Subcommittee  on  Economic  Policy, 
Trade  and  Environment 


Hon.  Newt  Gingncl 
Minority  Whip 


Hon/VToby  Roth 
Racking  Minority  Member 
Subcommittee  on  Economic  Policy, 
Trade  and  Environment 
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